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SUMMARY GUIDANCE

The best way to view computer security certification and accreditation (sec. 1.2.3,4) is as a
form of quality control for the computer security of sensitive applications (i.e., applications with
a significant potential for loss). The critical decisions regarding the adequacy of security safeguards
in sensitive applications must be made by authorized managers and must be based on reliable technical
information. As defined in this document, security certification is a technical evaluation for the
purpose of accreditation, and uses security requirements as the criteria for that evaluation; security
accreditation is management’s approval for operation, and is based on that technical evaluation
and other management considerations. It should be noted that computer security certification and
accreditation are one aspect of a general certification and accreditation activity that should be per-
formed to assure that a computer application satisfies @/l its requirements. This Guideline tells:
A. how to establish a program for computer security certification and accreditation, and B. how
to perform such certifications and accreditations. The following summarizes this Guideline. Each
section number in parentheses refers to the adjacent topic location in this document.

A. Establishing a Program for Certification and Accreditation

There are six major issues that need to be addressed here. These are briefly described for highly
sensitive applications. Less sensitive applications can use less elaborate programs.

1. Policies and Procedures (sec. 3.1)

(1) Program Directive: should be issued by Senior Executive Officer; should establish official
authority for the program; could be part of agency security directive; should contain pro-
gram summary; should allocate program responsibilities.

(2) Program Manual: should be issued by the Certification Program Manager; should define
the processes involved; should reflect Certification Program Manager responsibilities;
could use this Guideline structure as a basis for the Manual.

2. Roles and Responsibilities (sec. 1.3)

The roles enumerated are functional. Particular agencies may have different titles for these
functions.

(1) Senior Executive Officer: issues the Program Directive; allocates responsibilities.

(2) Certification Program Manager: initiates application certification and assigns Applica-
tion Certification Manager; approves Application Certification Plan; develops and issues
the Program Manual; keeps Manual up to date; provides support to Senior Executive
Officer and Accrediting Official(s), as needed; reviews and approves Manuals of sub-
sidiary agency components (where they exist); monitors recertification and reaccredita-
tion activities; maintains records on agency certifications and accreditations.

(3) Application Certification Manager: develops Application Certification Plan for a certifica-
tion; manages the security evaluation; produces the security evaluation report; periodically
reports to management on certification status.

(4) Security Evaluator: performs the technical security evaluation necessary for the certifica-
tion; is located in the appropriate agency office (e.g., standards and quality control of-
fice, security office, Inspector General office).

7
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3. Entities Requiring Certification/Accreditation (sec. 1.2.7, app. C)

The determination of which applications require certification and accreditation is based on ap-
plication sensitivity. Sensitivity is measured by the potential loss or harm caused by a security failure.
It is desirable to have a prioritized listing, based on mission needs, of those applications that re-
quire certification and accreditation.

4. Organization Structure Concerns (sec. 3.2)
Each organizatign must develop its own structure for successful certifications. Two caveats are:

(1) The more sensitive the application, the higher the management level of the Accrediting
Official(s).

(2) Security evaluators must be as independent of the sensitive application as possible.

5. Scheduling (sec. 1.4)

Ideally, the certification and accreditation process should be integrated into the stages of the
system life cycle (i.e., requirements definition, development, operation, and maintenance). The
most cost effective use of this process occurs in the requirements definition and development stages.

6. Staffing, Training, and Support (sec. 3.3)

Adequate staffing, training, and support for the process is necessary for achieving effective
computer security of sensitive applications. This implies the need for career paths for security staff,
proper training of security personnel, and suitable funding for security activities.

B. Performing a Certification and Accreditation

1. Certification

Certification consists of a technical evaluation of a sensitive application to see how well it
meets its security requirements. The process can be described with five steps:

(1) Planning (sec. 2.1): This involves performing a quick and high-level review of the entire
system to understand the issues; placing boundaries on the effort; partitioning the work
within those boundaries; identifying areas of emphasis; and drawing up the Certification
Plan.

(2) Data Collection (sec. 2.2): Critical information that needs to be collected includes: system
security requirements; risk analysis data showing threats and assets; system flow diagrams
showing inputs, processing steps, and outputs plus transaction flows for important trans-
action types; and a listing of application system controls. If this information is not available
in documents, it should be obtained from application personnel by use of tutorial brief-
ings and interviews.

(3) Basic Evaluation (sec. 2.3): A basic evaluation is always performed in a certification.
Its four tasks are:

a. Security Requirements Evaluation—Are these documented and acceptable? If not,
they must be formulated from requirements implied in the application, and compared
with Federal, state, organizational and user requirements.

8
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b. Security Function Evaluation—Do security functions (e.g., authentication, authoriza-

tion) satisfy security requirements? This review should be performed down through
the functional specification level.

Control Implementation Determination—Check that security functions have been im-
plemented. Physical and administrative controls require visual inspection; controls
internal to the computer require testing.

Methodology Review—Review the acceptability of the implementation method (e.g.,
documentation, project controls, development tools used, skills of personnel).

(4) Detailed Evaluation (sec. 2.4): In application areas where a basic evaluation does not

®)

provide enough evidence for a certification, one analyzes the quality of the security
safeguards using one or more of three points of view:

Functional Operation—Do controls function properly (e.g., parameter checking, error
monitoring)?

Performance—Do controls satisfy performance criteria (e.g., availability, surviv-
ability, accuracy)?

Penetration Resistance—Can controls be easily broken or circumvented? (Establishes
confidence in safeguards.)

In conjunction with or in addition to the above, one can gain valuable insight and develop
useful examples by focusing on analysis of security relevant components (e.g., assets,
exposures), or on situational analysis (e.g., attack scenarios or transaction flows).

Report of Findings (sec. 2.5): This is the primary product of a certification. It contains
both technical and management security recommendations. It should summarize applied
security standards or policies, implemented controls, major vulnerabilities, corrective ac-
tions, operational restrictions, the certification process used, and should include a pro-
posed accreditation statement.

2. Accreditation (sec. 2.6)

Accreditors use the certification report to help evaluate certification evidence. They then decide

on the acceptability of application security safeguards, approve corrective actions, insure that cor-
rective actions are implemented, and issue the accreditation statement. While most flaws will not
be severe enough to remove an operational system from service, they may require restrictions on
operation (e.g., procedural security controls).

3. Recertification and Reaccreditation (sec. 2.7)

As security features of a system or its environment change, recertification and reaccreditation

are needed. The more extensive these changes are, the more extensive the recertification and reac-
creditation activity should be (i.e., more complete reevaluation, use of higher level Accrediting
Official(s)). The change control (configuration management) function is a suitable area in which
to place the monitoring activity for these changes.

9
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4. Evaluation Techniques for Security Certification (sec. 1.5)

There are four groups of techniques currently used for security evaluation that can be used
for certification.

)

@

3

C)

Risk Analysis: This is used to understand the security problem by identifying security
risks, determining their magnitude, and identifying areas needing safeguards. When per-
formed at the beginning of the system life cycle, it can provide the basis for security re-
quirements. When performed later in the life cycle, it can be used as an evaluation for
security certification.

Validation, Verification, and Testing: Validation determines the correctness of a system
with respect to its requirements; verification checks for internal consistency during im-
plementation; and testing uses data to examine system behavior. VV&T applied to security
requirements becomes an evaluation technique for security certification.

Security Safeguard Evaluation: These methods assess the security solution using aids such
as checklists, control matrices, and weighted ratings for levels of security produced by
different combinations of controls. A security officer may head such an evaluation. It
can be the major contributor to evaluation for a security certification when security re-
quirements are the criteria used.’

EDP Audit: These methods assess whether controls satisfy management’s control objec-
tives (a form of requirements) and use the same aids as in security safeguard evaluation.
In addition to security controls, however, EDP audit may address cost and efficiency in
meeting mission objectives. When the controls that are reviewed are supposed to satisfy
management’s control objectives for security, an EDP audit becomes a form of evalua-
tion for a security certification.

10
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1. INTRODUCTION

Some computer security risks threaten the very existence of an organization. Critical deci-
sions regardng the adequacy of security safeguards in sensitive applications must be made by autho-
rized managers and must be based on reliable technical information. Computer security certifica-
tion gives managers this technical information and computer security accreditation gives them the
structure needed to make such critical decisions. Together they provide management with a quality
control technique for computer security. A second major advantage of such a certification and ac-
creditation program is the increased security awareness that is simultaneously dispersed throughout
the organization.

The management control and security awareness provided by a computer security certification
and accreditation program can yield major benefits. These processes can help protect against fraud,
illegal practices, mission failures, embarrassing ‘‘leaks,’’ and legal action. They can help keep
managers from being ‘‘surprised’’ by problems within their sensitive computer applications. Com-
puter security certification and accreditation are only one aspect of a general certification and ac-
creditation activity that should be performed to assure that a computer application satisfies its de-
fined functional, performance, security, quality, and reliability requirements. While the guidance
here focuses on those aspects of this general process relevant to the computer security of an ADP
application, it should be realized that computer security certification and accreditation activities
are best accomplished as part of an overall certification and accreditation effort that addresses all
the types of requirements and that often uses the same techniques for performing technical evalua-
tions. Discussion of this general certification and accreditation process is beyond the scope of this
Guideline, however.

The need for computer security certification has been widely publicized. The need for com-
puter security accreditation is implied by the [FIPS39] definition for certification. The guidance
in this document can be used in accomplishing these certifications, accreditations, recertifications,
and reaccreditations. This Guideline can also help in certifying the sufficiency of security specifica-
tions for consultant services. Further regulations and concerns must be considered, however, for
such services. The General Services Administration is responsible for providing guidance on pro-
curement activity and can provide further information in this area.

1.1 Purpose and Audience

The primary purpose of this document is to provide a guideline for establishing both a pro-
gram and a technical process for certifying and accrediting sensitive computer applications. Sub-
sidiary objectives of this Guideline are:

1. Provide the information and insight to permit readers to adapt or formulate a program
and/or process suited to their specific needs.

2. Catalyze increased security awareness and help ensure more appropriate assignment and
assumption of security responsibility.

3. Create an awareness of the need for defining security requirements and evaluating com-
pliance with them.

4. Help ensure that computing resources and sensitive information are appropriately protected.
5. Help reduce computer fraud and related crimes.
This Guideline is directed primarily towards those responsible for performing computer security

certification and accreditation and those responsible for establishing certification and accreditation
programs, i.e.,

11
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1. Senior Executive Officers (e.g., Department Secretary).
2. Accrediting Officials (e.g., senior managers).

3. Computer Security Staff (e.g., managers, system/ADP security officers, internal control
specialists).

4.  Application Sponsors (e.g., users, resource managers).

5. Independent Reviewers (e.g., financial and EDP auditors, computer quality assurance
personnel, test and evaluation personnel).

6. Suppliers of ADP Services (e.g., ADP installation managers, data base administrators,
communications officers).

7. Development Staff (e.g., programmers, designers).
1.2 Primary Definitions

Seven definitions are presented and discussed in this section: computer security, computer secu-
rity requirement, computer security certification, computer security accreditation, computer system,
computer application, and sensitive computer application. Definitions of other relevant terms are
included in Appendix A. Those definitions without references were formulated in the preparation
of this Guideline. Others, as noted, were adapted from existing definitions.

1.2.1 Computer Security!

The quality exhibited by a computer system that embodies its pro-
tection against internal failures, human errors, attacks, and natural
catastrophes that might cause improper disclosure, modification, destruc-
tion, or denial of service.

Three points are key. First, the computer security of a system or application is a relative qual-
ity, not an absolute state to be achieved. Second, computer security is concerned with four equally
important exposure categories: disclosure, modification, destruction, and denial of service. Third,
these exposures are not restricted to data. For example, they can also apply to hardware.

1.2.2 Security Requirement
An identified computer security need.

These needs derive from governmental policy, agency mission needs, and specific user needs.
Governmental policy relating to computer security is expressed in laws and regulations; agency
security needs are found in the agency’s standards and policy; and user security needs originate
in the application characteristics (and might be found in the Project Request Document). Security
requirements are expressed in increasing detail as one progresses from high-level general descrip-
tions of the system through lower levels of detailed specification. Evaluation for security certifica-
tion focuses on the determination of compliance with security requirements. Security requirements
need frequent review to insure their accuracy.

1. This Guideline uses the terms ‘computer security’ and ‘security’ synonymously.
12
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1.2.3 Certification? [FIPS 39]

The technical evaluation, made as part of and in support of the ac-
creditation process, that establishes the extent to which a particular com-
puter system or network design and implementation meet a prespecified
set of security requirements.

Two points are important. First, certification is a technical process that produces a judgment,
a statement of opinion. It is not a guarantee. Second, certification complements the accreditation
process, defined in the next section.

1.2.4 Accreditation® [FIPS 39]

The authorization and approval, granted to an ADP system or net-
work to process sensitive data in an operational environment, and made
on the basis of a certification by designated technical personnel of the
extent to which design and implementation of the system meet
prespecified technical requirements for achieving adequate data security.

Accreditation is thus official management authorization for operation. Although the definition
refers to *‘data security’” and the processing of ‘‘sensitive data,”’ this Guideline assumes that the
definition also applies more broadly to computer security in general and to sensitive computer ap-
plications that might not contain sensitive data. Such applications might be sensitive due to loss
or harm that could result from operational failure (denial of service), rather than from unauthor-
ized disclosure or manipulation of data. ‘

1.2.5 Computer System

An assembly of elements including at least computer hardware and
usually also computer software, data, procedures, and people, so related
as to behave as an interacting or interdependent unity. [Adapted from
FIPS11, NBS80, SIP72, and WEB76]

It is important that the notion of computer system include all aspects that affect security. For
this reason, the definition includes not only hardware, software, and data, but also procedures and

people.
1.2.6 Computer Application

The use(s) for which a computer system is (are) intentionally
employed. [Adapted from SIP72]

The term ‘“certification’” has been applied to software programs, hardware components, ap-
plications, systems, terminals, networks, installations, and other entities. The nature of the entity
being certified, however, has minimal effect on the general certification and accreditation processes
as described herein, although it has substantial effect on the details of particular certifications. The
term ‘‘application’’ is broadly defined to represent a variety of certification entities corresponding
to a variety of computer systems. For example, an application might encompass one or several
computers or sites, although typically there are several applications using a single computer. Ap-
plication boundaries are determined uniquely for each situation, and are discussed in Section 2.1.2.3.

2. This Guideline uses the terms ‘security certification’ and ‘certification’ synonymously.
3. This Guideline uses the terms ‘security accreditation’ and ‘accreditation’ synonymously.
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1.2.7 Sensitive Computer Application [OMB78]

A computer application which requires a degree of protection because
it processes sensitive data or because of the risk and magnitude of loss
or harm that could result from improper operation or deliberate manipula-
tion of the application.

All computerized applications have some degree of sensitivity. The important issue here is
that there be agreement within the agency on which applications require certification and accredita-
tion. A prioritized listing of these is desirable.

The appro;lriate measure of sensitivity is expected loss or harm in light of perceived threats.
It is often derived from a risk analysis. Application sensitivity is influenced by many factors, several
of which are not self evident. The more obvious factors include such things as mission importance,
asset value, and anticipated threats. Less evident factors are the number of users, the range in
sensitivity of user positions, and the extent of users’ functional capabilities, with the spectrum ex-
tending from the limited ability to use only function keys to the other extreme of full user program-
ming. [FIPS73] gives examples of sensitive applications. -

Sample categorization schemes for application sensitivity are shown in Appendix C. Such a
scheme influences certification and accreditation in several ways. It influences the organizational
level of the Accrediting Official(s), with higher sensitivity typically warranting a more senior in-
dividual(s); and it influences the level of detail, frequency, and nature of the certification process.
For example, highly sensitive applications are reviewed more thoroughly and more often, and re-
quire more definitive evidence than applications with low sensitivity.

1.3 Roles and Responsibilities

Within an agency, the Senior Executive Officer (e.g., Department Secretary) has ultimate
responsibility for ensuring that agency data and resources are appropriately protected. This respon-
sibility carries with it the responsibilities for establishing agency security policy, enforcing com-
pliance with policy, and ensuring the quality of the agency security program. A certification and
accreditation program is an important part of an agency security program. The emphasis that the
Senior Executive Officer places on fulfilling these responsibilities has a strong influence on the
success of the certification and accreditation program. (See Section 3 for details on establishing
the program.)

Four key responsibilities are necessary in carrying out a certification and accreditation pro-
gram. These responsibilities are: (1) to accredit specific applications, (2) to manage the overall
agency program, (3) to manage individual certification efforts, and (4) to perform technical security
evaluation. This Guideline defines four roles corresponding to these responsibilities: (1) Ac-
crediting Official, (2) Certification Program Manager, (3) Application Certification Manager, and
(4) Security Evaluator. It is not necessary for an agency to adopt these roles by name. They are
used here to simplify discussion. It is necessary, however, that the responsibilities be assigned.
This section describes the four responsibilities (in terms of the roles) and presents criteria for selecting
the people assigned to fulfill them. Appendix G presents an example that shows a sample organiza-
tional structure for these roles.

1.3.1 Accrediting Official

The Accrediting Officials are the agency officials who have authority to accept an applica-
tion’s security safeguards and issue an accreditation statement that records the decision. The Ac-
crediting Officials must also possess authority to allocate resources to achieve acceptable security
and to remedy security deficiencies. Without this authority, such individuals cannot realistically
take responsibility for the accreditation decision. In general, this requires the Accreditors to in-
clude a senior official and perhaps the line manager for the application in question. For some very
sensitive applications the Senior Executive Officer is appropriate as an Accrediting Official. In
general the more sensitive the application, the higher the Accrediting Officials are in the organization.
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