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2. Security Architecture(s) for Open Systems

Two related efforts have set the stagefor the development of securiy standrds in OpenSys-
ters. The first of these,ISO 74982, provides an architectue for security in Open Systens
Interconnectin, thatis communications between opensysems. The seond, developedby the
European Computer Manufacturers Association (ECMA), addressethe sonmewhat broader scope
of overall open sysems Both efforts are es®ntially architectura and neither have yet resulted
in specific final protocol standards.

NSA and NIST, in cogermation with industy, have sporsoredthe development of the Secure
Data Network System (SDNS), a set of protocols which operate in the geneal framework of
Open Systems Interconnectin protocol standards. They augmentthe OS protocols to provide
neededsecurity services,andareexpectedo provide the bass for specific OS searity protocol
standards.

2.1 Open Systems Interconnection (OSl)

A security architecture for OS anda setof protocolsthatimplemens a part of that architecture
have beerdefined. They should serveas the bass for specific Internatonal Standard secuity
protocols

2.1.1 1SO 7498-2, Security Architecture

The one generaly accepted standrd in securiyy for opensydemsis ISO 7498-2-188 Security
Architecture, Part 2 of ISO 7498 Open Systems Interconnection - Basc Reference Modd. SO
7498 provides a referencemodel for communicatons betwveen open systems (the well known
OS Reference Model) and ISO 74982 covers conmurnications securiy for OS protocols, but
not the more generalproblem of securiy in opensysems(including processing and storage etc.
aswell as communcations).

The OS ReferenceModel sevenlayer commnunicéions protocol stackis illustated in figure 1
[OSI 7498]. In the model the protocols are definedon a peer protocol to peer protocol bass.
The vertical interfaces betweenlayers are logical sewvice primitives, that are never obseved
directly; the only externalobservation possble is of peer enity to peerentity communcations.
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Figure 1 - Open Systems I nterconnection Reference Model.
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The Protocol Data Unit (PDU) of ead layer or sub layeris encapailated in the PDU of the
lower layer. Thatis, whentransmitting user data, eachlayerprotocol enity apgies a headerand
trailer to the dat deliveraed by the layer above and may also subdiide the higher PDU into
severhof its own PDUs Whenreceivng, each layer stripsits headersandtrailers andreassem
bles any subdvidedPDUsbeforepasing themup. Layers may bedividedinto subdayers(thisis
most common at the lower threelayess, which are conventonally dividedinto atotal of asmany
as seven sublayers),andthe subayersactwith pee subklyes similarly to layerprotocols Ac-
cording to 74982, the securiy serviceswhich may be provided at each layer are either peer
entity to other peer enity at thatlayer, or referto the protocol enity immediaely above.

ISO 74982 definesfive bast securiy servces for secureopensystems conmunication. They
are:

— Authentication. This service bastdly provides areliable ansver to the quesion, with
whom am | commurnicating? Authentcaion servicesare provided by an (N)-layer
enity to the (N+1)-layerentity aboveit. Peer entity auhenication, whenprovidedby
an (N)-layer entity, corroborateghat the remoe (N+1)-layer is the claimed entity.
Data origin authentcation is provided by a (N)-layer enity to the (N+1)-layerenity
abowe and corroborates that the saurce of the datais the claimed peer to the (N+1)-
layer entity.

— Access Control. This sewice controls acessto the resources which may beaccesed
via OSI commuricationsaswell asto the conmunicationsthemselwes. It reliesupon
the auhentcation serviceto reliably identify the enity seeking aacess.

— Data Confidentiality. This serviceprotects datafrom unauthorized disclosure. All
user datamay be protected or fields may be selectvely protected. Traffic flow confi-
dentiality may also be provided, protecting the informaton which may be deiived
from a traffic analysis.

— Data Integrity. This serviceguaranees the integrty of data. It proteds against the
modificaion, insertion, deletion or replayof data. The integrity sevice may provide
for reavery from integrity faults, or it may simply detectthem It may proted all
dat or only sekcted fields.

— Non-repudiation. This sewice prevens the parties to a commurication from denying
that they sent or receivedit, or dispuing its corntents. It may provide either proof of
origin or proof of delivery.

To implement the sewices, SO 7498-2 defineseight mechanisms. Theyare:

— Encipherment. This refersto cryptographc technobgy. Two classesof encipherment
aredefined,symmetric (i. e, secré key), and Asymmetric (i. e, pulic key).

— Digital Sgnature. A digital signaturecanonly be prodwed using the private infor-
mation of the signer. Therebre it can be proventhat only the hader of that private
informaton could have originatedthe signature. Asymmetric key encighement is
used to producethe signaure

— Access Control. Accesscontol mecharmsms cortrol acces of auhenicatedentities
to resources. They may be basedupon acesscontol information bases auhentca
tion information, capabiities, security labels the time of atemptd access the rout of
attemped access, andthe duraton of access.

— Data Integrity Data Integrity is brokeninto the integrity of a single PDU (connec-
tionless integrity) and of the sequenceof PDUs (connection integrity). The usual
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meansof ensuring the integrity of a single PDU is a checkvale which is a function
of all the data in the PDU. The checkvalie may then be encipheredto preventits
alteraton. The sequenceof PDUs may be ensuredby sequencenumbeling, time
stamping or cryptographc chairing.

— Authentication Exchange. This is usedto authentcate protocol entities. Passwaods
and cryptogrgphic techngues,with suitable handshakesprovide either unilateral or
mutual auhenication.

— Traffic Padding. Ob<ervation of traffic patems, evenwhen enciphered,may yield
informaton to an intruder. This mecharsm may beusedto confound the analysis of
traffic patterns.

— Routing Control. Routes canbe chosernsoasto useonly securdinks.

— Notarization. This mecharsmis used to assurethat communications cannot be repu
diated.

ISO 7498-2 definesthe appropriate protacol layersfor ead security servce andthe mechanisms
which may be usedto implementthem. Figure 2(a) illustratesthe assignmentof servicesto
layerswhile figure 2(3) showsthe mecharsmsused by ead service.

2.1.2 Secure Data Network System (SDNS)

SDNS providesan architectue and severé protocols which are overlayed on the OSI conmuni-
caions protocol stack. The SDNSprotocols all work in a somewhatsimilar fashon by encgsu-
lating Protocol Data Units (PDUs) in a “seaurity envelge” as illustratedin figure3. A pro-
tectedheaderfor the protocol is appendedin front of the PDU. The proteded headeroptonaly
coniains security labels,segence numbers,NSAP addesgs, or CLNP headers,depenihg upan
the spedfic protocol. An Integrity Ched Value (ICV) is computed from the protectedheader
and the PDU and added behnd the PDU. The PDU, the proteded headerand the ICV are
optionally encryped. A clear headeris then appendedin front of the protectedheader. The
primary functon of the clea healer is to identfy the key used.

SDNS definestwo sonmewhat similar protocols, one, Security Protocol 4 (SP4) [SDN.401], at the
bottom of the Transpot Layer andthe other, Security Protocol 3 (SP3) [SDN.301], at the top of
the Network Layer. Two variants of SP4 andfour varians of SP3 aredefined assummarizedin
table 1.

Compute ICV
A
( )

Lower Lvl. | Clear SPx | Protected SPx Lower Lvl.
Headers Header Header Protected PDU ICV Trailers
L )

v
SPx PDU

|:| plaintext ICV: Integrity Check Value

I:l ciphertext

Figure 3 - SP3 and SP4 Security Encapsulation.
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SP4 implementstwo modes,while SF3 implements four. Each mode logically fits into the OS
protocol stackin a somewhatdifferent posittion. Figure 4 atempgs to distinguish eachof the
modesby their locaton in the OS protocol stack. By definition alayer 4 protocol operaesfrom
endsystem to endsysem. SR4C is a subhyernearthe botom of the trangortlayer. A separée
securiy associaton with a separée key is formedfor eachtranspot connectbn, evenwhenthe
transprt connectonsare betweerthe same trangort entities, facilitating multil evel security.

SP4E and SP3N are betweenthe transpet and network layes. They are simple protocols and
could be apdied betweenalmog any network and trangort layer protocols, howeverthey de-
pendfor conrection integrity upan the services of the trangort layerabove them When TP4 is
usedabowe SP3E, then the integrty of the TP4 protocol fields are protected, and since TP4
providesconnecton error dekction andrecovery,the combination preventsmog replay,deletion
andinsertbn attacks. All comedions betweerthe same pair of end systens areproteded by the
samekeys.

SR3A, SP3 and SRBD may operatefrom end systemto endsystem, endsygemto intermedate
sydem or intermedate system to intermedate sysem. SF3A is at the very top of the network
layer. It includessource and desthation NSAP addressesn the protectedheader. SP3I lies

Table 1 - SP3 and SP4 Protocols

Protocol Description

SP4C Provides comedion oriened searity sewices with a key per
transprt conrection. Is closely integraed with the ISO 8073
connecton oriented Transpat protocol. Includesfull comedion
integrity and prevents modificétion, replay, inserton and dele
tions Confidentality andsearrity labels are optional

SP4E Provides comedionless security services with a key per trans
port enity pair. Supports conrectionlessintegrty and prevens
modificaton of Transpot Probcol Data Units. Security labebk
and confidentality are optional. Provides a simple encapsila-
tion of Transport PDUs; any protecton agairst replay,insetion
and deletion dependsupon sewices of the Transport layer

above.
SP3N Usedonly in end systems and is idenical to SP4E.
SP3A Provides conrectionlessintegrity, optonal userdata corfident-

ality, andoptional securiy labels Protectsendsystem OS Net-
work Service Access Point (NSAP) addressesn the secure
header Encapsilates comgdete Network Service Data Units
(NSDUs). Usedin endsydemsor intermediae sydems

SP3I Services smilar to SP3A but Protects Connectionless Network
Protocol (CLNP) heades in the secureheader. Encagsulates
entire NSDUs or fragments

SP3D Similar to SP3 excet that DoD IP formatsandrulesare used.
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belov the CLNP network sublayer, and includesthe CLNP headerin the protectedhealer.
SP3D is smilar to SP3 except thatit lies below the DoD IP protocol.

An AccessControl Specificaton and a Key Managenent protocol are also underdevelgpmert
for SDNS as appication proces®s. The Key Managemenprotocol can provide key manage
ment for cryptographyin SF3 and SH4.

Either SP3 or SP4 may be applied to communicatons which use ISDN, however evenSP3 is
abovethe highestlayer thatis ordinarily corsidered an integral part of the ISDN, the X.25 [ISO
8208, CCITT recomnendaton X.25] Subnetwork Access Protocol (SNACP). Every variant of
SP3is eitherintendedfor end systens, or explicitly associted with a spedfic SubNetwork Inde-
pendent Convergence Protocol (SNICP) computer packet protocol (OS NSAPs, CLNP or DoD
TCP/IP). None providesa general X.25 sdution which could be includedin any X.25 ISDN
intermedate systemor padet handler andbe usedwhateverthe higherlayerprotocol.

In addtion, appication layer work is under way to add neededsearity featuresto the
X.4004SO 8505-1 Messge Handing System (MHS) and the X.500/ISO DIS 9594 Directory
Services standards. The SDNS extensions to MHS will provide for messge confidentiality,
integrity, da@ origin auhenication access contol and non-repudiation with proof of origin and
signedreceipt requess. In generathe SDNS Directory extensbnsdo not requre new protocols
(Directory AccessControl may be the excepion), ratherthey provide new Directory attributesto
support securiy.

Ke Sys.
layer 7| App. 1 App. N Mg{ Mét.
User User Key Sys.
layers 3-6| App. |1 App. Mgt. Mgt.
Stack 1| |[Stack N| | Stack Stac
LLC LLC LLC LLC
layers 2 SDE
MAC
layers 1 PHY

LLC: Logical Link Control

SDE: Secure Data Exchange Protocol

MAC: Medium Access Control (CSMA/CD, token ring, etc.)
PHY: PHYsical level

Figure 4 - SILS Protocols for LANSs.
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In the Local Area Network (LAN) arena,|EEE 80210 is develojing a Sandard for Interoper-
able Local Area Network (LAN) Security (SLS), [P80210]. LANs are broadcast networks, with
particular securiy concernsjncludng securebroadcastmessges. SILS, which is illustrated in
figure 4, will include threestandards:

— Secure Data Exchange (SDE), a DataLink layer protocol providing Confidentiality,
Integrity, Data Origin Authentcation and AccessCortrol servces. Note that 1SO
7498-2 specifiesonly Corfideniality andTraffic Flow Corfidentality atlayer 2.

— Key Management Protocol, a layer7 function which sugports SDE.

— SystenmySecurity Management, which is a layer 7 setof sewices usedto manage the
securiy protacols.

Figure 5 illustates the combination of the various SDNS apgication securiy and SILS proto-
cols andtheir relationshp to ISDN. The SDNS protocols are expeded to sewe asthe bass
for intemational standardsdevebpment to provide standards for searity in OS. Although
working protaypes of SP3 and SP4 protocolsexist, the internaional standrdswork is still atan
ealy stage, andthe protocols can be expected to evdve consderably before they areadopted as
Internatonal Standards. It appeardikely that SR4 or its 1SO standrd successoprotocd will be
widely used to ensure secure communicaions betveen open computer sydems WhenISDN is
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Figure5 - SDNS and SILS Security Protocols.
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usedto provide a Data Link or Network Layer servicesfor OS communications then SR”4 or
the equivalentstandardprotocol canensureendto endconfidentiality and integrity.

22 ECMA Security Architecture

Two docurrents produced by ECMA, ECMA TR/46, Security in Open Systems a Security
Framework, and ECMA 138 Security in Open Systems Data Elements and Service Definitions,
describean approad to securiy in the cortext of complete opensystens, rather thanjust com-
munications However, the ECMA model deds primarily with only two of the five securiy
serviceglefinedin 1ISO 7498-2: Authenication and Access Control.

ECMA adapts an objed orientated client-servermodel of securiy interections. Figure 6 illus
tratesthe ECMA objed modeland

its relaion to securiy servces. In

this model a human user interects

with an initiator (client) objed O
which operateson a target(sewer) nitiator
objed. In the object orientated ] Obiect
model, data is containedwithin the
objea and both appications and Security Services
data are objects The securiy
servicesmedate betweenthe hu- User
man user and the objects in the

sydem and they mediate between . _ _ _
ance with the security policy of

the sygem.

Target
Object

System

Four classesof securiy services aredefinedby ECMA:

— Security Information Providing

— Security Control

— Security Monitor

— Other
Thr_eeSecurity Informaton Providing servicesare definedwhich provide trused security infor-
maion:

a.  Authentication Service. Both human users andobjects requre authentication be-
fore they areallowedacces to other objects, andobjeds may be authentcaed
beforethey areaccessed.

b. Security Attribute Service. An attribute is anitem of information associaed with
auser or anobject. An attribute as®ciatedwith a useror aninitiator is a Privi-
lege Attribute, whil e an attribute associaed with a target object is a Control Ob-
ject.

c. Interdomain Service. This sewnice providesfor mapping Security Attributes be-

tweendomains, and for the seding of identities andattributesby a Securiy
Authority recognized in the targetdomain.
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ThreeSecurity Control services aredefined,which useattributes to cortrol acessto objects

a.  Authorization Service. The autlorization sewvice contols acessto objectsbased
upan theinitiator andtarget Seaurity Attributes.

b. Secure Association Service. In adistributedsygemthis servicehas a comporent
in ead end-sytem which assa@iatesa targetandan initiator.

c. Subject Sponsor Service. The Subject Sponsa is the trustedfacility that actsfor
anyrenote subgd, particularly a humanuser,andarangedor the subjects
authentication andaacessprivil eges to the objectsit requres.

Two Securiyy Monitor servicesare definedto maintain the integrity of the searity system:

a  Security Recovery Service. The Security Recovery Sewice is anintegralcompo-
nentof the other sevices. When the securiy of the systemis thredenedor vio-
late, thenrecowvery is requred.

b. Security Audit Information Collection Service. This sewice collectsaudt infor-
maion, the natue and analsis of which aredependenon the security policy.

Other Securiy Servces may be requred to supprt specifc mechansns and searity policy
requiremens. They may include a Notary Service, a Key ManagementServce, a Data Flow
Control Serviceanda Labeling Servce, noneof which aredescribedn the ECMA standrd.
The Security Services,in turn are supprtedby eight Security Facilities:

a.  Authentication Facility.

b. Attribute Management Facility.

c. Association Management Facility.

d. Inter Domain Facility.

e. Authorization Facility.

f.  Audit Facility.

g. Recovery Facility.

h.  Cryptographic Support
In eachcaseexceptfor Recovery the facility is implementedin the correspading servie. The
RecoveryFacility is containedin eachof the services, andeachservce conainsan authorizaion
facility, which providesthe accesscontrol for the managementf the service The Audit and
Cryptographc Support faciliti es are optionally cortained in all of the services.
The ECMA standards define the corcept of a security domain, as a set of enities subped to a
single securiy policy anda single security administration. They further recogrize that securiy

domains may be separatepeers, or there may be a domain to sub-donain relationshp. Each
subdoman is treded as a sepaate aubnanous domain unlessit is usefulor necesary to con-
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sider it as a sub-domain. The Interdormain Service provides for seare interworking betwesn
objeds in different domains.

Distributed sygdemsrequre that initiator privilegesbe transfered via communications protocols.
The ECMA Data Elemens and Service Definitions also defines a Privilege Attribute Certificate
(PAC). PACs stak the privileges of an object and are bound togetherunder the sea of the
Authority which issueshem They must be protectedaganst undeteded modificaion, use by
the wrong initiator, use aganst the wrong target use outside stated constaints, or use by the
right initiatorfor the wrong purpcse.

ECMA 138 addressessecuriy in distributedsystems, in contrastto 1ISO 9478-2, which addresses
only commurications security. Unfortunatey, the terminology of the two are not consstent.
ISO definesfive securiy servces,anddiscusesthem in terms of the mechansms which may be
usedto implementthe servcesandthe layer of the ISO modelwhere they may appropiately be
implemented. ECMA defines eight rather diff erentsecuriy services andeight searity fadlities
they contain. Howeverthe focus of ECMA correspndsto the ISO Authentcation and Access
Control Services. In this documentreferencesto security serviceswill follow the ISO model,
unlessotherwise stated. We will, however,adoptthe corcepts of searity domans, the interdo
main facility, andPACs from ECMA.
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