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Chapter 3

3. Discussion of I SDN and Security
This section providesan introduction to the ISDN andISDN securiy.

3.1 Overview of ISDN

At its conception a decale anda half ago, the ISDN was projectedto be the universal network
which would go eveywhete and handle all voice and dataappications. Develging oneinte-
gratednetwork to serve nearly all voice and dat applications wasprobabl neverredistic. As
ISDN becones a reality, it is proving to be somewhatlessthanuniversal. Nevertheéss, it is an
important developmentin the worldwide public netwak andwill consderaly extendits utility
for data. The digital natue of ISDN also offers an opporturity to provide searity sewvices
which werepreviausly impracticd.

3.1.1 I1SDN User Service Interfaces
The ISDN providesdigital voice and dat servces to public network subscriters. Two some
whatdifferent sewice interfacesare offered by public netvork service providers:

— Basic Rate Interface (BR), which provides a single physical line with two inde
pencent, circuit switched 64 kbps “B chamels’ andone 16 kbps packet‘D chanrdl.”
The B channed may be used for digital voice or to provide a direct digital 64 kbps
isochronas channel betweenconputers or other digital devices. Service providers
and indepeneént netvorks will also offer B chanrel packetsewvices. The D channel
is usedfor signaing, thatis to exchangecontol informaton betweenan I SDN temi-
nal and a nework switch (for example to setup B channel calls). The B channelalso
provides padket switchedsewicesto users. The ISDN network provides for corver-
sion between the new digital voice servicesand existing analog temminals, so it is
possble to conplete a voice call between a digital ISDN terminal and an anabg
telephore. Up to eight terminals can share one ISDN line in an arrangementdled a
pass$ve bus. TheBRI serviceis oftencalled“2B + D.”

— Primary Rate Interface (PR, which, in North America, bundlestogeher 23 64kbps
B chanrels and one64 kbpsD chanrel (or “23B + D”). It is equialentto the estab
lished T1 1536 Mbps telephone carier. The 23 B chanrels can be independently
circuit switchedthrough the network, and eachcan carty voice or data. The D chan
nel againcaries signaing packets(for exampe to set-upeach of the B channes). It
may also cary packet switcheduserdata packets The PRI is primarily usedto con
necta userPrivate Branch Exchange (PBX) or multiplexar to the public network. In
the world outside North America,the PRI is usualy 30 B channet plus 1 D channel
(30B +D).

At the presentime the ISDN sewicesare justbecomng available from network services provid-
ers. They are expectedio be widely available by the mid 1990’s. There will be a transition
period of more than a decale while the ISDN gradwlly supplants the presentanalog service.
Thereare a number of texts which provide a detaiked introducton to ISDN [STAL 89], [VERM
90], [BOCK 88].

3.1.2 Historical Perspective

The conversia of the analog telephore netwvork to a digital network hasbeenunder way for
about 30 years. Digital conputers proved to be first a flexible way to control and addnew
features to othemwise conwentional analog switches. Digital trunks provided a means of carrying
signals without addng noise as lenghs were extended. By 198) advancesn digital semcon
ducor conponens madeall digital switches advanageous.
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By the mid 1970sit was apparent that new standardswvould be requred for the interworking of
the emerging digital networks and the CCITT beganthe process of develging the Integraed
Serviced Digital Network. The CCITT operdeson a 4 yea cycle in issuing its reconmenda
tions By 1980 the general ardhitecture of ISDN we know today had been defined by CCITT,
specifcally the basic circuit switched64 kbps B channel and the bundling of two B channet
with a 16 kbps packet for out-of-bandsignaling, into the fundamental 2B + D sewice. The
conceptof primary rateserviceat higherrates (1.536 Mbit/s in North Americaand2.048 Mbit/s
in Europe)and various userinterfaces(S and T interfaces) and Network terminations (NT1, and
NT2) werewell esablished.

The 1984 CCITT recommendaibns provided the bass for the first commercial ISDN prodicts.
In general,however, they were not sufficient for interworking of producs from differentven
dors. The refinementand conpletion of the recommendations continuedin 1988, improving
interworking, but products basedon the 1988 recomnendatons till fall shortof the goal of full
interworking of terminalswith switchesfrom differentvendrs.

In the mid 197G whenthe ISDN was conceived, internaional telephony was largely chara-
terized by national Postal, Telephane and Tdegaph (PTT) governmentmonopdies. Thatis,
one governmentagencytypicdly contolled all national comnunicéions services. Competition
for network switching equpment was generally limited to one or two national syppliers (except
in third world countries without an electroncs industry). In the United Statestherewasnot a
PTT, howeverone large reguated private company, AT& T,* dominatedlong distanceandlocd
telephoneservece, aswell as the manufacturing of switching gearandterminals. Althoughabout
half the local linesin the county belorgedto smaller independentompanies, AT& T effectively
providedthetechncal standarddor the entire nation.

ISDN, asoriginally conceived,dealt largely with the inteffaces betweenterminals and the net-
work, and with the internaional sewicesto be transfered across netwak boundhries, but not
with theintercomedion of switcheswithin the network. ISDN definedinterfaceswith cusbmer
premssesequipment not netwak trunk interfaces. The market for terminals was seenas
broadlyy compettive, requring standrds, but not the market for switchesor network trunks.
Standardzaton of services was required to permt their transmrtation acoss (usually interna
tiona) network boundaries. The internal organization of naional netwaks was seen as not
sulject to standawization, and the interfacesbetweennational netvorks could even be acaom-
plished in a caseby casemannerf the servicesvere sandardzed.

Security, exceptasit is improved by the out-of-bandD channelsignaling, wasnot consdered in
the develgpmentof the ISDN standards.

The situation haschanged. In the United StatesAT& T hasbeenbroken up into sevenregional
operatng companies and ondlong distanceand manufactumg company. Two other significant
companies conend for long distancebusness,and the long distance cariers competewith the
regional companges to interconnectarge accounts within the teritories of the regional compa
nies. An apparatuof standrds committeeshaspartially replaced the technical standard seting
function of AT&T. Only local residental and small business service remains a monopdy, re-
flecting the high cost of the copper twisted pair local distributon plant Even this mongpaly

* Certan commercial organizaionsare idertified in this publication. Sud identifi cation doesnotimply
recommencdhton or endorsanent by the Natonal Institute of Standardsand Technology.
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may be sulject to chalengein the next deade by cable TV operdors and cellular teleplone
netwaks.

Other partsof the world are moving in the same direction, introducing conpetition and privatiz-
ing national teleplone sysems Moreover,a numberof companies havebuilt large private net-
works to sewe their neads. The largest of these has8 million km of cable and connects300
mainframe compuers, 2,000 minicompuers, 300000 conputer terminals and 250,000 tele-
phanes[ECON 9(Q].

Traditional telephame cariers are also being forced to compee with mobile telephame systems.
The cellular mobile telephores market over the pastdecale hasbea the big new growth areain
telephony. Emerging standardsfor digital mohile cdlular telephoty will further enhane the
cgoacity of these netvorks. It is not unthinkable that resdence might be sewved by cellular
radio teleploneservice, perhapgreaty redwing the cod of the localplant Unprotcted broad
cadt teleploneserviceis, of couse, easly intercegoted.

Therehasbeenan increae in conmpetition between cental office switch vendorsand a corsdi-
dation of that busness.At the same time, within netwaks, the diversity of switching equpment
is increasng as traditional exclusive ties to vendos are cut To compete, network service
providersneed alternaive switch suppliers.

Thereis now a stronger needfor standards affecting the intemal aspectsof ISDN netwvorks,

including intemal network searity (that is to protect the integrty of the network itself and to

protect service providers agains fraud ratherthanto protectthe searity of usercommunica

tiong. With more diversity in the networks, theremay also be more exposue to securiy vulner-

abilities. Moreover, as the number of networks proliferates, the neal for securiy standrds be-

tweennetworks increases. When one moropoly service provider seved a naion, internal net

work security could be treatedas an internalconcan of that sugplier andnot properly the sub-

ject of standards. Whenthat monoply is replaced by many comgeting but interoperéing net-

works, many asgects of network security canonly be dealt with via broadly acceptd standards.
A detailed consderaton of this impartantsuljectis beyord the scope of this docunent.

Another corsequencef the breakupof naional moropoliesis that it reduces any possibility of
the user simply relying on the public netwak to provide secure comrmunications, evenwithin
one naion. Whatever netwvork securiy standardsthere may eventualy be, there will be too
many independentervice providers for usess to rely on the “public netwak” to provide him
with strong, consstent security. While it may be possible for netwvork servce providers to offer
some securiy feaures and sewices, it will not be practica to smply securethe link to the
netwak switch and then rely on the netwak thereafter. Userswho wish secureend-b-end
comrrunications will haveto rely on user to user protocols and standrds.  This repat focuses
on the user-to-usr protocols andthe seviceswhich will be neededo sugport them.

3.1.3 ISDN Principles & Goals
The original principles ofthe CCITT ISDN standrds are outinedin CCITT Recommendition
1.100. Theyare:

a) the standardization of senices offered to subsaibers, so as to enable senices to
be internationally compatible;

b) the standardization of user-network interfaces so as to erable termina equipment
to be portable (and to assstin a);
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c) the standardization of network capabilities to the degree necessay to allow use-
to-network and network-to-network interworking and to achieve a) and b)
above

Teminal portability andthe ability to transpot services internatonaly were the maja goak. To
those ends user-networkinterfaces,services and capabiliti es are standardized. While network
cgpabilities are standardzed, intemal network interfaces are not included in this list, and port-
ability of network switching or transnisson equpment betweemetworkswasnot a goal.

The present goak of networkservice providers have undowtedly evolved andare muchbroader.
Oneprinciple, not stated by 1.100, but undowtedly implicit in ISDN from the very begiming, is
that ISDN is compatble with the preexisting anabg/digtal teleplone sysem and interopeates
with it over along transtion period. A corollary to this principle is that ISDN must preserve the
large invesment in copper twisted pair distributon loops, that is it must operde over them.
Theyare one of the principle assetsof network sewice providers.

Another goal is to provide end-teend digital connectvity. Although conputer datatraffic is a
small partof the overall networkload, it is a fastgrowing part. Facsimile, traffic, also digital, is
growing very rapidly. Thedigital B channel servcce providesabaut a 4:1 improvement over the
datarates which canordinarily be achieved over analog voice circuits.

Integraton of access andservce is implicit in the name. One unified accessmetliod is defined
for a variety of servicesand features. Custamerscanrequest the sewicestheyrequre on a call
by cdl bass.

While terminal interfaces (the S and T interfece points- seesec.5.14 andfig. 11 below) were
standardized by CCITT, the network interfacewas expiicitly not defined. In the spirit of keep
ing the netwak itself relaively unconstainedby ISDN standrds, a nework provided termina
tion (NT1) conwerted the netvork interface to the terminal standard at the user premses. Each
netwak might theordically have its own interface. In the United States, this hasbee over-
turned by the FCC, anda standardfor the U interface has beendefined. Negleding differences
in conrectors, however, the Sand T interfacesreman corsigent

Interchangality of netwak switching equpment and communications links hasbecone a goal
of the service providers. Network sewice providers nea the advantage of multiple equpment
suppliers to be ableto offer compeitive pricesand services to their cusomers. This change in
emplasis may not yet befully reflected in the presentCCITT ISDN stanards, but it is the focus
of much service provider actvity. Indeal the present emphass is more on installing the ISDN
infrastucture in the network switching plant andinternaloperaton of the pulic nework thanin
broady offering ISDN servcesto users.

3.1.4 Reference Models for ISDN and the Reationship to OSI

The Reference Maodel for Open Systems Interconnectin was briefly describedin secton 4.1
above. Figurel aboveillustates the sevenlayer OS protocol stack. As noted above,the OS
protocols are peerto-peerprotocols, and the vettical interfacesare definedonly aslogical serv
ice primitives. An obsewner on the intercnnecton medium will seea seriesof nesed encgsu
lated PDUs, with the PDU of each layer encapslatedin thoseof its lower neighoor.

An Application layer PDU canbe both fragnmented into multiple lower layer padets andencap

sulatedas many aseight or more times(including subkyes). Openng and closng sessions or
connectons also generate exchanges of packetson the physical medium. While the resulting
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packetexchangescanbe conmplex, OSl is a very simple and poweriul pamdigm. Its maja goal
is broadinterconnecton of open systens, not high efficiency. OS expectsto be able to reliably
get packetsaaoss many succasive concatenatedissmilar netvorks. While quality of sewice
paranetersmay be spedfied, OS makesfew performanceguaranteess in no senséereal time”
andthereis no cornceptof synchronism in OS.

ISDN hasa different original paradign. Although a packet D channel service is provided for
signaling, which can also be usedfor userto userpacket services, andvarious packetnetwaks
may be accesedthrough the circuit switched B channel, ISDN is first a circuit switched net
work. The fundamendl sewice is a 64 kbps isochronas, full duplex, circuit switched, 8-bit
byte aligned, point to point B channel. It offers a modest and unvarying delay and a corstart
datarate. Prouded that the rate is adeqguate, thenit is suitable for real time apgications and
telemetry. Furthermae, becauseof the pewasve natue of the telephonenetwak, if ISDN be-
comesuniversal in the telephone system, then these B chanrel circuits bemme available on
demandfrom neaty anywhere direct to nearly anywhete else. We can go end to end, from
terminal equpmentto terminal equipment anywherepn whatamounts to a single link.

A rather complex referencemodel hasbeen defined for ISDN [1.324. It was derived from the
OS model andis illustratedin figure 7. This modelis primarily usefulfor circuit switched B
channelconnectons. With sevenlayess andthreeplanes;t is somewhat difficult to follow. The
front, or user,plane,represents the circuit switchedB channel. Except in the endterminals, this
plane neverrisesabove the Phydcal layer. The second,or contol plane, deds with signaling
andcontol of switching. This is defined between customer premises equipmernt (CPE) andthe
netwak by the Q.931[T1.607] [Q.931] signaling protocol, which is a layer threeprotocol. Be-
tween the public network switchesthis function is performed by the Sgnaling Sysem Seven

< Public ISDN Network —————!

__ NT2 i NT2
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C: Local or Global Control (depending on destination) NU: Network User Plane
LC: Local Control PU: Public Switched Network User Plane
GC: Global Control TU: Terminal User Plane

M: Plane Management Function

Figure 7 - 1SDN Protocol Reference Model.
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(SST protocol. The rea, or managemenplane,is concernedwith the management of the
netwak.

In OS systems the managementunction is usually conceivedas an applicéion layer function
with specialacces to the intemals of ead of the layers. Thereis no conceptof a separat out
of bandsignaling path for netvork control, all contol is an in band function of eitherthe Sygem
Management Application Process (SMAP) or peerlayer managemenprotocols.

Somegeneal texts on ISDN attempt to deconmpose the model of figure 7 into a single plane, or
separge single planesfor the B and D chanrels, and make the model appear more OSl-like
(e.qg., [STAL 89], [BOCK 88]). By isolating separatefunctions, thesemodelsmay be somewhat
easier to understand Figure 8 is typical of suchmodels, illustating two separée stacks for the
packetD channelandthe circuit switched B Channel.

This modelis moreeasiy underst@d, but ISDN doesnot mapinto the OSI modelin anentirely
satsfyingway. OSl is definedin terms of pee-to-peer protocols, while ISDN is definedprimar-
ily in terms of interface points and highly asymmetric protocols betweena terminal and the
netwak defined at those points. In ISDN peersdo not talk directly to peers,at least in most
cases.

Thereare two fundanentally different modesof operation in ISDN, correspondng to the circuit
switchedB channelsand the packetD channel. The circuit switchedB chanrel roughly corre-
spandsto the front, or “user” planeof the model shown in figure 7, and the padet D chanrel
correspndsroughly to the middle or “control” plane.

In normal operaton a TE uses the D channelfor signaling.  Using an asymmetric protocol
uswelly cdled Q.931, the TE sends padkets to the netwak switch to which it is attached to set up

Switchin

B Channel Matrix
Terminal Terminal
D Channell | [ |
l | l |
7 o) 0
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25
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2 47 ? SS 7 Network 0
8 3
5 Q.931
a 2|LAP-D
1

Figure 8 - ISDN Circuit Switching Protocol Model.
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a circuit connecton onthe B channel. The network usesanoher sanewhatsimilar protocol,
SS7, to commuricate between network switches,or separée networks, and the desination
switch sendsQ.931 padets to the desthation TE. Q.931 padkets which effectively go from TE
to TE aretranshted into SS7 packets while they crossthe netwak. Other Q.931 padets are
generged by the network switchesandsentto the TEs.

If the destnaton TE acceptsthe call, thena B channelconnecton is established betweenthe
two TEs. Actual data tranger, beit dat or voice, normally takesplace on the B-channel

In recent years,there hasbea a trendto increasethe integrd userto-userpacketdatafuncton
ality of the ISDN. The useof the ISDN asa user-to-user packetnetwork is hardly represened
in figure 7, and not at all in figure 8. Two metlods of sendng da@ in padets over the D
channelare defined. One incorporates a user-to-user field in SS7 padkets packetsand send
those packetsthrough SS7 along with call setyp and other signaling. Although userto-user
signaling is defined in ISDN, service providers have bee reluctnt to offer the sevice. The
other mechansm routes D channel packetsto a separatgpadket hander and packet network
ratherthanusing the SS7 network.

Whenthe B channelis to be usedfor packetdata, the B chanrel is circuit switchedto a padet
hander. Althoudh the serviceproviderswill purport to provide B chanrel packet servcesas a
built-in featue of their ISDN, there is logically no differencefrom a circuit switchedcomection
to a packet hander provided by anindependensewice provider. For this reason in this report
no distinction will be madein most caseshetween B channelpacketservicesprovided by the
ISDN sewice provider and packet servicesprovided by an independenservcce provider. Padket
netwaks will generally be represented as separatgarallel networks

When user data is transfered over the B Channel, or through the D channelover a separate
packethander, the ustal mecharsm today is the X.25 Packet Layer Protocol (PLP). X.25is
constderal to be a layer 3 protocol, specifcally a SNACP at the bottom of layer 3, which oper-
atesover a famly of relaed layer 2 bit oriented protacols. Theseprotocols operateover any
dudex bit synchronas binary channel,relying on a techngue known as bit stuffing to frame
packetsand obtain byte alignment. The specifc Data Link Layer protocol usedwith X.25 on
the B Channelis LAPB, andon the D chanrel is LAPD (which is alsousedwith Q.931 signal

ing packes).

X.25 is a matue protocol which corsiderably predatedoth ISDN andthe 1SO referencemodel.
It is widely usedwith modemsaswell aswith ISDN. X.25 is primarily anasymmetric protocol
betweena teminal (Data Terminal Equipment or DTE) and a packet switching netwak (Data
Communications Equipmert or DCE), not a peerto-pee protocol, howevera direct DTE to DTE
mode is alsodefined.

Figure 9 illustrates common configurations for X.25 and ISDN, with an asyrchronousteminal
connectedo an X.25 Packet Asserbler Disasenbler (PAD). The PAD may be eitherin the
userpremses(fig. 9-a) or in the packetnetwak (fig. 9-b). On the D chanrel only the arange
mentin figure 9-a is practicd, since datamust be packetzed to enterthe D channel The PAD
is an ISDN Terminal Adapeer and conrects the terminal to the ISDN nework and the X.25
packetnetwvork to a host compuer. Althoud the figure showsOSI layess, note the asynmetry
betweenthe terminal and the compuer, this is not conceptualy a pee-to-peer, end-teend con-
necton, eventhoughthe terminal today is likely to in fact be a personal conputer, fully capable
of peer-to-peerrelations but emulating a “dumb” asynchronasterminal.

-25-



Searity in ISDN

Chapter 3
I:I ISDN Public Network
Terminal - PAD
S— Packet Netwoy Host Computer
4-7
\,\/\/\/\/\/
3
X.25 X.25 X.25 X.25
2 LAPB/ LAPB/ LAPB/ LAPB/
LAPD LAPD LAPD LAPD
1] RS-232 RS-232 B/D B Ch. B/D B/D |

Asynch. Terminal PAD Packet Net. Host Computer
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b) PAD in Network

Figure 9 - X.25 Terminal to Host Communications.

In combination with the Data Link layer protocol, X.25 providesfor the esablishnmentof logicd
connectons betweenterminals through a packetswitching network, link by link checkng for
transnission errors, packetsequencecheckng and go back N ARQ retrangnisson of lost or
damagedackets This facilitatesthe use of X.25 with terminals, which haveno error detedion
and reavery capabiity. There are no end to end chedks, however,only link by link checks
unless,in the DTE to DTE mode,oneX.25 link extendsfrom end to end.

Compuer sysemsmay not be willing to trust link by link cheks without anendto endcheck at
the Transprt layer There is a sgnificant processig cod to eachX.25 link andit is consdered
difficult to takeadvantageof chanrels faser thanthe 64 kbpsB Chanrel with X.25. WhenX.25
is usedin OS networks, the processing overheadf the Transprt layer is addedto that of X.25.
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Another service called frame relay, is being developedas an alternaive to X.25 for usewith
ISDN and compuer netvorks. Sequencechecksand error recoverywill not be peiformed, they
will be deferredto higherlayers. If packeterrorsaredetectedn intermediate systems the pack
ets are discarded. This will speal packetprocessig in intermediate sydgems There are two
implicit assimptionshere

1. Ermorsrarely occur,thereforether is no performanceadvanége to recovering
from themon alink by link bass.

2. Therwill beanend-to-endched atthe Transportlayer which will detectandre-
coverfrom thoseinfrequentemrorswhich do occur.

Frame relay, which providesserviceson anISDN comnunicaions link roughly anal@ousto the
Logicd Link Control (LLC) services of Locd Area Netwaks, fits beter with the North Ameri-
can OS protocol stack than does X.25, since X.25 provides a quasi endto-end sewice which
dupicates many of the error detecton andrecoveryfunctions of the Transpaet Layer, andframe
relay doesnot. In many large organiations LANs will be the maja vehicle for communicatons
betweencomputers andworksitions. ISDN framerelay LAN gatewayswill be usedto comed
the LANS.

Figure 10 illustratesthe use ofeither X.25 or framerelay to connect OSI stations on different
LANSs throughthe public network. Framerelayis sometmes constderal to be atthetop of layer
2, while X.25 is at the bottom of layer3. The view takenhere is that their position in the OS
stack is nearlyindistinguishabg, andboth areconsderedto sit atop the layer 2/3 border.

Frame relay standards and producst are just emerging. For the moment X.25 is the primary
packetsewice available over ISDN B andD chanrels. In time framerelay may takethe place

? ’ ISDN Public Network § i
b Bldg. LAN e amoi : :

: Bldg. LAN : :
500 i

End Sys. MAC Bridge Gateway Storage Server
N WA MAAA,
4| TP4 TP4
CLNP
3| cunp CLINP CLNP
LLC LLC |LAPB/ LAPB/ LAPB/ LAPB/| LLC LLC
MAC MAC |MAC MAC |LAPD LAPD LAPD LAPD| MAC MAC
1 PHY PHY | PHY PHY |B Ch. B Ch. B Ch B CH.PHY PHY
End Sys. MAC Bridge Gateway Packet Net. Gateway End Sys.
CLNP: Connectionless Network Protocol
:l LLC: Logical Link Control
MAC: Medium Access Control
X.25 or Frame Relay PHY: Physical Level Protocol

Figure 10 - Concatenated Subnetworks.
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TE: Terminal Equipment

NT2: Network Termination 2; typ. a PBX or multiplexor
S/UIT: ISDN Interface Points

Figure 11 - ISDN Interface Reference Points.

of X.25 in many OSI applcations. Framerelay is bestsuited to communications between end
sydems sinceit is not a reliable service, while X.25 atemp to guarantegeliable sevice and
can be usedwith smple terminals.

A model which is often used to describelSDN is interfece oriented rather thanprotocol oriented.
ISDN definesfour interface points asillustated in figure 11* The U interface is usedto con
nectthe network transmisson andswitching equpmentto the user premises. A Network Termi-
nation 1 (NT1) corverts the U interfaceto the T interface. The T interface in turn comeds the
NT1 to a Network Termination 2 (NT2). An NT2 is a pieceof customer premises switching
equpmentsuchasa Private BranchExchanggPBX) or a multiplexa. The Sinterface, in turn
connectsan NT2 to a Terminal Equipment (TE) or to a Termina Adaptor (TA). A TE is an
ISDN telephore, a computer terminal, a FAX machire and the like. A TA adaptssone pre-
ISDN terminal for usewith ISDN, at the R interfacepoint. In many caseshe R interfacewould
be the familiar RS 232 serial interface. In some cases,there is no NT2, andthe Sand T
interfaces,which are electrcally identcd, collapse into an ST interface. The S interface in-
cludes a provision for a passve bus to which up to eight TEs may be attached.

Whenthe passive busis used,all TEs share the D channelon a conention per packetbass anda
D channelpadket protocol with the netvork switch or NT2 is usedto conrect TEs to a spedfic
B channel Only one TE may usea B channelfor the duration of a cdl. Although eight TEs
may sharethe bus, the B channelis not a party line, and only two TEs may be actve at one
time. If two TEs on the samebus comnunicae overthe B channel, they do sothrough the NT2
or the local office switch, andbath B channelson the bus areused.

* A stardadized U interface wasnot a part of the original concepion of ISDN. In the United States,
however, there will be a single standad U interface between the network and custorrer premises.
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For usersthe major purposeof OS is a numberof Application layer services. Among themare
the File Transfer, Access and Management (FTAM) protacol, Directory Services protocol and
the Message Handing System (MHS) electroric mail protocol. Some of theseapgications, par-
ticularly the last two, are intendedas much spedalized teleserveeswhich run directly on ISDN
with X.25 asthey are OSI appications. Therefore the applicéion itself can provide whatever
endto endsewrvicesmay be neededn the appication, including securiy services, and does not
dependentirely upon OS endto end services. Moreover these applcations involve functions
beyord the scope of datatransmisson, in particular dat storage, with its own distinct searity
requiremens.

In addtion to the Directory Services and MHS, which areintendedto run directly on ISDN as
well asthe OSI stack,thereare severalother specialzed servces or teleserviceslefined for
operaton over ISDN, and more may beexpected. The exiding services are primarily derived
from servicesdefinedfor the analog telephane network. Theyinclude, Facsinile, Teletex, Vide-
otex and Telex. We may soon expectstandrds for motion videoover the B channelandvideo
confeencng. Some of theseservices use the ISDN B channelas an endto end pipe, and the
functionalty is emindied in the TEs. Some however,for example mail or directory servies,
may rely on a serviceprovider attached to the nework. Many other specialzed information
servicesalthough not necessary fully definedby standardsmay be attached to the network.

The OS Reference model andthe various I nternatonal Standardswhich specify the layers of the
model areinsifficientto guaranee interoperatyn of conforming equipment There aretoo many
options. To enhance interoperaility, the Govenment Open Sysems Implementation Profile
(GOSP) [FIPS 146] governsthe specifc seledion of OS protocols sutes usedin the Federa
Governnent. Both ISDN andthe SP4 Transportlayer searity protocol are expectedo be in-
cluded in future versians of GOSIP. Their relaionship to the other protacols includedin GOSIP
is shownin figure 12.

3.2 |ISDN Standards Status

The International Telecomnunications Union (1TU) is an internatonal organkation which pro-

motes cooperdion and development in teleconmurications, particularly in the provision of

worldwide servicecapabiities. Only national governmens may be membersof the ITU. One
of the organizationsin the ITU is the Internationa Telegraph and Telephone Consutative Com-

mittee (CCITT), which is the organiaton which develops the internatonal ISDN standards.
Theseinternatonal ISDN standards are called Recomnendations, and the ISDN Reconmenda

tions are producedon a four year cycle and adopted at a four yea plenarymeetng. The most
recent ISDN Recomnendatons were adgted at the Ninth Plenay Assemby in 1988 and are

informally called the Blue Book. The previous recommendaibns, adopted at the Eight Plenary
Assenbly were cdled the Red Book. The individual sulcommitteesof the CCITT are called

Sudy Groups, and Study Group XVII | is the primary ISDN committee A faster processfor

adoping Recommendaibns wasaaeped at the 1988 Assembl/, andit is possible thatthe proc-

esswill befasterin thefuture.

Since the ITU is an organzation of governmeng, the State Departnent of the United States is
the official memter of the CCITT. However,the national postions are primaiily develogd by
the U. S. industy, largely throughthe vehicle of the Exchange Carriers Sandards Association
(ECSA). Within the ECSA, Sandards Committee T1 - Comrunications servesas the U. S
techntd equvalentof the CCITT. T1 is accredited by the American National Sandards Insti-
tute (ANS) and standads develod by T1 bemme ANSI standards. T1 devebpsthe U. S.
technca positions for the CCITT and produces ANSI stand@rds which generdly follow the
outline of the CCITT reconmendhtions, but interpretthem in the context of the United States
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Figure 12 - U. S. GOSIP Profile.

The ANSI standards may selectfrom the options or altematives in the CCITT recommendaibns
andaddfeatures or optionsnot includedin the recomnendatons Within T1, ISDN is dealt with
by Technical Sulzomnittee T1SL: Integrated Services Digital Networks T1Sl is effectively the
U. S. courterpat to CCITT Study Group XVIII.

Before the divedtiture of AT&T into the presentAT& T, which manufadures switching equip-
ment comptersand terminals and is the nations largestinterexchang€long distance)carier,
andsevenindependenRegional Bell Operating Companies (RBOCs), the Bell System Techncd
Standardsprovided the detaiked spedfications which allowed the national teleptone netwok to
operatetogeter. This function has been largely assimed by Bell Commnunications Resarch
(Bellcore), which produces Technical Requiremerts (TR) documens which are used by the
RBOCS asequipment procurementocunents andfurther define the ISDN standards and sern+
icesas implemenéd by the RBOCs.

The RBOCs serveabou 100 milli on subgriber lines,abouthalf of thosein the United States.
Other cartiers may chooseto follow the TRs in many cases. Bellcore doesnot coordnatethe
busnessdecisons of the RBOCs which individually chocosewhich sewicesto offer and their
depbyment schedut. Moreover, graning the Bellcore TRs the status of reagnized naional
standards is inheraitly objectionabk to independentoperding conpaniesand long distance carri-
ers who are not owners of Bellcore and have no say in its dedsions. On the one hand the
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Bellcore TRs will surely exert a powerful force for practcal standardizatn, becaus of the
marketthey represent, but on the other handthey probably cannot be considered standardsnor
be referencedasstandards in federalprocurenents becaise of Bellcores restricted ownership.

To further promde ISDN conpatibility and define specific services, a North American ISDN
Usa’s (NIU) Forum hasbeen creded with the sporsorshp of the National Institute of Standards
andTechrology. The forum has three principal objectives:

— Provide aforum for usess to influence the developng ISDN to reflecttherr needs.

— Identify ISDN applicaions and develg implemenétion requrements for those appl-
cationsto fadlitate timely andinteroperablenulti-vendorimplementations

— Solicit user and productprovider participaion in this process

The NIU forum conssts of two worksh@s, the ISDN User's Workshop (IUW) and the ISDN
Implementor’ s Workshop (IIW). In the NIU processthe IUW producesApplications require-
mens, which describe potential appications of ISDN and their requiremens. The IIW then
develps Applicaions Profiles, Implemenétion Agreemens and Conformance Criteria which
allow interoperable implemenations of solutions to the Applications Requrements The 1IW
includes Applications Profile Teams and expert groys. Thereis an Expert Group on ISDN
Security. In geneal, the Application Profiles areto be basedupon appoved standrds Since
there are now few approved ANSI, 1SO or CCITT standards for searity, the ISDN Security
ExpertGroupin the llW hasa challenging task. The NIU Seaurity Expeit Group hasdevelged
alist of security services for ISDN which includesthefive OS services (Confidentality, Access
Control, Authentication, Non-repudiation and Datalntegrity) and addsto them Availability and a
Notary Service

Oneof the major goals of ISDN is terminal portabiity. CurrentISDN standardsandproducs do
not med this goal. In general, present TE equipmentmust be designed and testedto work with
specifc switch products. Indeal, sane switch vendorsmaintain two modek of teminals to
work with different generéions of their switches. TE vendorsfind that TE firmware must be
updated wheneverswitch sditware is updated,and a TE which usedto operate properly with a
switch mayfail to do sowhenthe softwareof the switch movesto a new release.

A part of the reasonfor terminal nonpatability is the many optons andfeatures allowed by the
ISDN standards. Different switch vendorsselectdifferentses of features. Switch venda's also
implementmany proprietary feaureswhich are not definedin ISDN. Many of theseproprietay
features are motivated by a desireto allow public telephore sewice providersto offer Centrex
servicescomparableo the advancedeaturesof privatebranchexchanges.

At the presenttime ISDN implemenétions are corfinedto small islands,typicdly only a single
switch or a few smilar switches. This is a far cry from the vision of a vast global ISDN.
Bellcore is atemping to addressheseproblems with a series of TR’'s called Phase 1. They
include ISDN Fourdation TRs and End User Fedure TRs. If all goeswell, some degree of
pradical terminal portablity shoud be aredity by the endof 1991, with more complete service
portability in Phase 2 by 1993. This applesto the area sewviced by the RBOCs andit is to be
hoped that Bellcorés work will be adoged more broadly. The operdion acrossinternaional
boundariesof any servicesbeyondbast voice and 64 kbps circuit switched data services is very
uncertain

The ISDN wasalso broadl concaved as a universal servcce for all netvork uses. It wasonce
thought that, at some point in time, all subscriters in the network would be convertedover to
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ISDN lines. For all practical purpcsesthis goal hasbeen abandoned;it is recognzed by netwvork
serviceprovidersthat there is no advanageto ISDN for many subgribers and a forced conver-
sion would be an untenabé pdliti cal andbusnessproposition.

Indeedthere are severaldisadvardigesto ISDN for resdental and small business subscribes,
who may have little use for the 64 kbps digital servce. They havea largeinvestnentin their
presenteminal equpmentandwiring. For exampe, althoudh ISDN supportsup to 8 terminals
on the samepass$ve bus, two or threeparties cannotsimply pick up extensonson the same line
and participatein the conversaton asthey do now. Another disadwantageto ISDN service for
some purposesis that the TE is not poweredby the netwak as are analogteleplones. With
ISDN a backuppower suppy is neededor TEs, or a power failure causes telephore failure.

Instead of pressng for universal ISDN servce, serviceprovidersare ins@lling the ISDN infra-
structure in their netwaks, but unbwundling the ISDN feaures and making them available to
analogsubgribers. Call waiting, call forwarding and calling line ID featuresare now widely
available to anal@ subgribers. They are supmrted by ISDN capabé switchesand SS7. Al-
though estmatesvary somewhat, it is more or less generally agree that while only a small
fraction of subscriter lines in the United Stateswill be ISDN lines in 19%, the majaity of
sutscriberlineswill be serviced by switcheswhich support SS7.

Evenually, the ISDN standrds will provide the infrastucture for worldwide telephay. ISDN
serviceswill be available anywherein the develgpedworld. Full portabiity of ISDN terminals
and switchesmay neverbe a reality, but the basic serviceswill be transpotable across naional
boundariesbetweenTEs. An all-ISDN world wide telephonenetwak, however seemsamprob-
able. Many users will coninue to use analogterminals for the foreseeabléuture.

Finally, anoter developnent not originally anicipated by ISDN is mohile cellular teleghony.
The 1980swas a period of explosive growth for cellular telephme sydems The presentsystem
usesdigital control but analogvoice channes. Work hasrecenty begunon standardsfor an
advancedligital cellular mobile teleplone sysem. The dat ratefor this service will probably
be 8 kbps, andit will requre the development of inexpensve voice coders at this rate. With a
number of 8 kbps channelsassigned to one higher rate cariier on a time division multiplexing
bass, broadcat spectrum utilization will be enhanced. Ther also hasbee some specudtion
aboutudng cellular radio to deliver voice servicesto resdences perhapsasa comgetitive alter-
native to traditional wire line cariiers, or asa less expengse alternatve to copperwhere dens-
tiesarelow.

Thereare many implications for ISDN searity. Thefirstis, thatfor the nearterm, ISDN sew-
rity servicesshoud requre little more from the ISDN thanthe ability to set-upandterminaie 64
kbps B channels Broad, consstent nea term availability of any other services is uncatain.
Longer term searity may be able to use D chanrel packetservices, certaily this would be
highly desrable. A secord is thatany suppacsition of anall ISDN networkis unrealistic for the
foreseeabk future. Security functions develogd for ISDN may have to interoperatewith pre-
ISDN terminal equpment. It shodd also be designed to interoperée with new digital cellular
telephonesewices,nat originally anticipatedby ISDN.

3.3 Threats
The ISDN securiy threds include:

— Denial of sewice

— Intrugon into network cugsomer data
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Useof ISDN netwak to penetrate acugomer sygem

Useof the netwak for fraud
— Intrugon on the confidentality of ISDN communications
— Modification of communicatons

Denial of service attacksinclude physical damageio CPE, network links and switches. Evenif
no adual attack is involved, accidens and disasers cancausdoss of servce. Switchescan also
be atiadked by penetratg the switch softwareto either disabk the entire switch or to affect a
particular suoscriberin some way, perhapdy diverting his cdls or disabling his line.

ISDN networks will maintain sulsciiber data,particularly the recordsof cals made. This infor-
maion is properly confidential to the sulbsciber and may be quite sensiive. If the network
sydemsare penetratedthen an intruder may obtain this information. Both the operatonal net
work, which call ects the data andthe admnistratve system arepossble points of attack.

Since the telephone netwak is the principal means of providing remde accessto computer
sydems and netwaks of all sats, it is an obvious and widely usedvehicle for intruson into
these systens. Almod evely outdde penetraibn of a conputer systembegins with a teleplone
cdl. The purpog of the intrusion may be fraud or theft, saboage,to obtain confidential infor-
maion, or simply for the fun of doingit. ThelSDN netwak cannot preventsuchattacks,but it
can make available confidentiality and authentcation meanswhich the end systens can useto
detectandthwartthe attacks

The telephme netvork is one of the principal instrumentsof fraudin modern scciety. Much of
the fraudis petty, sore is major, and the total cost is undoultedly subsantial. Electronc fraud
sometimes involves subsiantial funds transfes, and may not always be detectedor reported.
Some telephore fraud involves obtaining confidential informaton, including credit records, law
enforement records,teleptone numbers, and the like. The networkitself is often defrauded
Since the telephae network is a pervasve comnunicaions medium, this will continue; it is
impossible to entirely eliminate fraud via telephore. The inherent ananymity of callers in the
presennetwak is the greatadvanége of the telephame asan instumentof fraud.

It isillegalto tap ISDN phane lineswithout a courtwiretaporder. It is, however,not difficult to
do so. Thelaw is not likely to significantly deterwiretappng in espionagecasesand may not
do so in other cases. Cellular and wirelesstelephores are particularly vulnerable. It is also
possible to modfy dat sent over the network for fraudukent or malicious purposes. Although
this requiresmore sophistication thana simple wiretap, it would not be extremely difficult.

ISDN security is however more than simply respamsesto spedfic deliberatethreats. Much
damagemay be dore by error, noise, accident, confusion, misuncerstanding andinadverteceas
well asby intent. The same signaure, integrity, notarization and auhentcation servces may
alsoapply in these cases asin cases of deliberate fraud A digitally sgned and notarzed elec-
tronic documentmay settle a dispute caused simply by an eror. The value of good securiy
pradicesis not limited to prevening deliberateattacs, and much security would still be goad
busnesspractce in a world free from deliberate fraud theft andintrusion.

34 ThelSDN Security Environment

Figure 13 illustrates the broad environment into which ISDN securiy must fit. ISDN secuity
must begn with the user. For the purposesof ISDN searity a user may be a person sane
organkational entity (e. g., the dispather), or a computer processacting for either the person or
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Figure 13 - ISDN Security Environment.

the enity. Theusermayor may not be boundto a specificline or terminal, indeedthe user may
be highly mobile and may cary his securiy attributes with him whereverhe goes. Since hu-
mansuse any avaiable simple teleptoneinstrument for a wide rangeof transadions, the reliable
authentications of human usess of ordinary ISDN telephonesis a seriousconcen.

The userinteractswith ISDN Terminal Equipment (TE). TEs include voice phores, answerimy
machnes,integratedvoice/dat terminals facsmile machires, specialized terminals such as au-
maied teller machires andthelike. In manycasesthe TE will be a computer connectedto the
ISDN network thorough sone sort of ISDN interface deviceor card. Whenthe TE is a com-
puter, the useris a compuer processading asthe agentfor either a personor an organiational

entity.

The TE may either be directly connectedto the ISDN netwak, or it may beconnectedo a
Private Branch Excharge (PBX), which is in turn conrected to the ISDN public netwak. In the
ISDN jargon a PBX is a Network Termination 2 or NT2. Colledively, the TEs and the NT2
equpmentare called Customer Premises Equipment (CPE).

The public ISDN is an amelgam of numerous interconnectedervice providers. In the United
Statesthey are either consderal local exchangecariers (local telephame companies) or interex-
changecariiers (long distanceteleptone companes). In geneal, the local exchangecarriers
havea monomly over resicencesandsmal businessesin their operating areas. Locd exchange
cariers are regubtedby both the Federd Communications Commisson (FCC) and state Public
Utility Commissions (PUCs). There is constant tenson over the respectve auhority of the FCC
andthe PUCs Therearethree main interexchange carriers. The local exchang cariiers include
sevenlarge former AT&T Regonal Operathg Conpanies (RBOC9, which serveabou half the
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telephonelinesin the country, onelarge “independeritlocal exchangecarrier (of size conmpara-
ble to the RBOCs), andnumerous smaller local exchangearriers.

The public network must be able to protectitsef from fraud and threatsto service availability.
This is a business necesgay for the serviceproviders. Servce providers must also preservethe
confidentiality of custamer service records. The puldic network is too diverse to be expectedto
provide strong asswancesof user to usersearity, paticularly corfidentality andauhentcation.
Thereis no one autlority capable of imposng and managng a securiy progam which could
ensurethis.

Application layer services,called spedalized senices or telesenices may be providedto users
through the ISDN. Specialzed services include (X.500), padket MessageHanding Service
(X.400) and a variety of other value addedapgi caton sewvices. The network senice providers
themselves may be spedalized senice providers or the servicesmay be provided by other serv
ice providers with accessto the netwak switches*  Some generételesevices, such asX.400,
will incorporatesecuriy into the more general applicdion. The spedalized sewice providers
may also offer security apgications, suchas key management In this report, such a secuity
oriented apgication will be called a Spedali zed Seaurity Application (S3A).

In addtion to the spedalized services which may beattachedto the netwak, padket handers
may be incorporaed in netvork switchesto provide packet sewvices as a part of the public
netwak. Independenpacketnetworksmay also be connectedo the local exchang switches.
A variety of packetnetwak services,including “ secure” netvorks may ultimately becone acces
sible through the local switches.

Usersin many different searity domans will commuricate with each other over the ISDN
netwak. In addtion to the pubdic ISDN netwak, there will be private ISDN neworks, and a
variety of dat networks including Local Area Networks (LANS), Metropolitan Area Netwarks
(MANSs), and Wide area Netwarks (WANS), which may be connectedto the public ISDN net
work through gateways. Analog Plain Old Telephone Service (POTS) will coninue to be sup-
ported by the public netwvork and may corsig of a majaity of locd lines for the next few
decales.

The burdenof userto-usersecuriy over ISDN will fall of necesgy on the CPE. The securiy
solutions chosen in the CPE, shauld allow nat justfor ISDN, but for the alternaive communica-
tionsavailable.

35 TheHuman Component of ISDN Security

ISDN is bath a telephore network and a dai@ network. People intera¢ with peopk, relaively
“stupid” machines,andcomputer systems over the ISDN network. Conputers will alsointera¢
with compuers. The previous comnunicéions stangrds work of OS and ECMA have dealt
largely with the interagions of compuer systens. In ISDN securiy we must also consder
securiy in the context of human interaction, often largely unaided by a computer, or consder if
there are meanswherebycomputer basedsecuriy functionality can be extendedto all teleplone
users.

* The rights of local exchange carriers, patticularly the RBOCs,to provide value added savices, the
conditions unde which they may do so,andthe nature of the accesswhich they mustprovide to
indepaendent sugplementary senice providersis currenly a matter of regulatory, political and legd
dispute
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The fundamentak of humanto human interaction over ISDN remain nearly the sameas they
have been in the analog telephore erg excet that the cdled party may havea fairly reliable
indication of the callers nunber, until sormre geneal human auhentcdion systemis adoged for
ISDN. Theessental queston is, “to whom am | speakig?”

Wher patties are known to each other, they may recognize each others voice. Traditional
challenge andreply password autrentication can be applied over the telepfone. Howeveronly
rudimentry protocols are prectical with untrainedhumans For the geneal public, menorizing
and usng a 4 digit personal idenity number (PIN) is probaby abou the practical limit. An
individual can only be expectedto menorize at most two or three suich PINs. If more are
neededtheindividual can be expeded to write themdown andcary them, conpromising secu
rity. Thoroudn training and discipline are requred to mairtain searity on normal teleghone
cdls.

Humans are capabk of exergsing judgenent. They may detectan atemped telephonefraud or
penetratbn by exerising judgement In same emergenciegiood judgementmay dictate aban
donng normal proceduresput this is alsoa weaknress for the imposor to exploit. Teleplone
impodors pradice “social engineering,” making posng assoneone els afine ar.

A reliable andsocialy acceptalb® meansof strorg persanal authentcation through normal ISDN
telephonesis badly needed.If available, it would makea great contribution to security. Tele-
phane access to confidenial information shauld be basedupan reliable authentcation, business
transacions should be auttenticated or signed,and accessto information resairces should re-
quire autrentication.

When humansdeal with intelligent madines through a telephore a basic mismacth in cgpabili-
tiesexists. The telephore keypad provides a very limited interfaceto computer sysems. Only
rather smple protocols are practicd. In many casesghe humanwill be untrained, further limit-
ing the interface. Applications to dateinclude dial-up accourt inquiry servicesand aubmated
teller banking machires. Renpte voice mail capabiiti esare now being offered by local opeat-
ing compankes.

Much more elaborateservices are potentially possble using persoml conputers. The computer
providesa much more elaboratanterface to supprt the appication andcanimplement searity
protocols Banking services,shopping sewices, reservation servicesand the like are now of-
fered.

It is likely that inexpensive home and office computer sysemswill som include a poweiful

computer, pagedisplay, scannerpageimageprinter, ISDN port or modem, voice telephore, and

voice answeriig machire with storageequvalent to afiling cabnetor more,all integrated into a
compect desktop packagewith appropriae integrated software. Such an integrated voice, data
and image system will provide a single integrated persanal solution to docunent preparaiton,
storage andcommunications.

By extrapdation from the past decale, suchsystens shodd be widely available by 19% and
ubiquitous by the end of the centuy. Already hardwareto sugport all the functions described
abovecan be addedto standad personal computers for conpardively modestprices. All that
remainsis to integratethe hardwae, and,what will be more difficult, the software It is reason-
ableto expect that nearly all offices will usesuchsydemsby the end of the century and most
professonalswill havehome sygems
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Thesewill be very powelful general computers, perhapssupporied by graphts or digital signal
processors. They will haveat leastthe conputational power of presentmainframe compuers
(just astoday’sPCs easly matchthe power of 1980 vintage mairframes). They will be cgpable
of encrypting digital voice in realtime, using fairly strong algorithms without dedicatecdcrypto-
grapht circuits.

Increasngly, computers are portabe. The portable computer may simply be a module which
detachedrom the standard deskbp integratecconputer. The portable unit may include most of
the functions describedabove, exceptperaps the printer and scanrer. A portable computer
sydem may become abast tool for everybusnesstraveler. Evely personwho now caries a
briefcase home may som put a portable compuer in it. If this occurs, however, it will reflect a
comrunications failure, becausehe ISDN network should provide the neededcommunications
betweerhome andoffice

A searity mismath may occur when computer systens are conrected to “dumb” equpment,
suchas exiding FAX madines, particularly whenthey are not attendedby an operator. Com-
patibility with existing equipment will be necesaly, but this equipment cannot accommodate
comgex protacols as the computer can. The searity problem is likely to be mod aaite with
equpmentsuchasfacsimle machires intendedfor unatendedoperaton. This shoud only be a
transtional prodem, however,as older equpment passesn to oblivion. The dumb FAX ma
chine mayshatly becone asirrelevant as the black andwhite television.

Compuer mail anddirectorysewniceswill becomeavalable. Mail servceswill include searity
to limit aceessand protect confidentality. Directory serviceswill provide key managenent and
might provide Privlege Attribute Certifi cate services.

While powerul securiy functions can be built into thesecompuers, a formidable edwatonal
processs requred on the part of the humans who operate them. Evenassiming “user friendly”
securiy software there will be muchto lean. Teaching users good securiy practices and
geting themto use it will not be easy.

Indeed, aaccessto such computers and the skills to operde them may be a divisive force in
socety. As userfriendly assdtware may bemme, masering it will be a barrier for those long
out of schod and the eduwcatonally disadvardiged. Conmputer accessand literagy may bemme
key to full paticipation in society and as fundamenal asreadng, writing and arithmetic. The
introduction of widespread commnunicétions searity and the integraton of it into ordinary life
andbushnesswill be asmuch a social andeducaional problem asa techrical problem.

Voice only telephoneswill reman. We may hope,however, that they will increaingly provide
a port to atach a computer, or perhapsa simple auhenication device. It will be desrable to
provide at leastsame sort of autrentication for voice telephore users. While existing terminals
suchas FAX machneswill comgicate the transition, in the endsearity needsuprt only voice
terminalsand enccompuer systens. The greatessecuriy problem will be educaton.
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