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5. ISDN Security Protocols and Applications

This sectbn descriles a general structure, similar to SDNS or SILS, for ISDN security. It is

illustratedin figure 14 andis compsedof security protocols and security applications. This

structure allows implementaton of the securiyy servces listed in section 7 above. It includes
sone protocols and appications specific to ISDN, but as far as possble usesthe emergimg

servicesnow in the early stages of standardizatn for OSI. For the purposesof this discussion a
securiy protocol is a peerto pee processrunning at the trangort layer or belon. Secuity

protocols typically provide confidentiality, integrity and security labelng during dataexchange.
Security appications are processest the appication layer which suppat searity protocols.

The functions of securiy applications include securiy attributes, authenticaion and accesscon

trol. Seaurity appications may requre a trusted specialized sewice appication or third party.

Security applications are ordinarily invoked as a part of estabishing or terminating a secure
assoaition or connectbn.
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Figure 14 - ISDN/OSI Security Structure.
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51 Security Protocols

The overall function of securiyy protocols is the secureexchangeof data. The first functon of
securiy protocols is integrty, and that may be the only servicerequred. The secondmajor
function is confideniality. Both integrty and confideniality ordinarily are implemened with
cryptographic techngues,although confidentality may be provided by securerouting. Security
labek may also be provided by security protocols, and the use of the correct key providesa
meansof auhenication on a per packetbass. In generalhowever,suchfunctions asauterti-
cation, accesscortrol, key management and notarizaton are primarily implementedas security
managerant applicaions.

5.1.1 Security Protocols above | SDN

As descibedin sectbn 5.12 above, SDNS definesseverd security protocolswhich are sutable
for usewith the OSI and DoD protocol stacks abowe ISDN at layers3 and4. Theseprotocols
are abowe ISDN proper,but are as®ciatedwith ISDN, whenISDN is usedas a part of the OS

(or DoD) protocol stacks They are expectedo provide a startng point for the developnent of
OS standad securiy protocols, or similar protocols will be developedfor OSI securiy at layers
3 and 4.

Figure 5, above, illustrateghe locatonsof the specific SDNS protocols, which are locatel above
ISDN at layers3 and4. The spedfic varians of the SDNS SP4 and SP3 protocolsare discused
in table 1 above. In this secton we will simply use “SP3' to mean an OSI network layer
securiy protocol standard and“SP4” to meanan OSI Transrt layersecuriy protocol standard,
withou neessrily meanng a specifc SDNS protocol aspresenly defined.
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Figure 15 - Transport Layer End-to-End Encryption.
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Whete an OS padket datastadk utilizes ISDN to provide at leastsomnre (but not necessary all)
of the networklayer connectbns a Trangort layer securiy protocol, suchasSH4, can provide a
powerful end-b-end confidentality solution. This solution is illustrated in figure 15 for a B
channelcomedion to a packetnetwork, however it is equally appicable to D channelpadet
userdata servces. In figure 15 the padet networkmay be implemened by padket handers in
the local office switch, or it may beanindependentnetworkreachedhroughthe circuit switch.
The packet netwvork may in factbe a LAN, or someother networkwhich is enirely independent
of ISDN.

An intruder monitoring the U interface point seeshe Network layer headersasplaintext and the
Transport PDU as ciphertext. Since the Network headersand addressesare plaintext and the
size and frequencyof packetsareapparet, traffic analysis may be fruitful.

The SP3 protacols canalso be usedabore ISDN in a variety of ways Figure 16 illustratesthe
useof network layerenciyption to encryptB channeldataon a sutmetworkby subnetvork bass.
This approachhas the advantageof simplifying key managementor the terminals, since only
the one key is usedto protect comnunicdions with the securepadet netwak, whatever the
destnation. It hasthe disadvardgethat the securepadket network must be trusted, since red
dataexists at least in the packetswitches.

Figure 17 illustrateswhat is probably a more typical useof an SP3 protocol. In figure 17 two
X.25 gateways,incorporatng the SP3 protocol, connecttwo red LANs throudh a bladk public
netwak (alternatively the terminals can be asynchronas terminals and the gatewaya PAD).

This arrangementrequres the gatewaysto manage keys for all destination gateways. Crypto-
grapht protection is provided betweenthe gaieways over the puldic network. The red LAN
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Figure 16 - Network Layer Packet Encryption.
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Figure 17 - Network Layer Packet Encryption.

netwaks must be physicaly protected. With this type of gatewey it is easyto ensue that all
traffic leaving the securefacility is encryped. The cod of cryptographic hardwareis minimized.
This scheme is most usetul when the general naure of the fadlity requres strict general secu-
rity, or whenthe red networkcan be confinedto a small areawhich is easyto proted.

SP3 layer protocols can provide more addressconfidentiality than doesSP4.  The specifics of
whatis reveded depends uponthe specific SF3 mode. Often an intruder interceptng the com-
munications at a U interface can discover the addes®s of the desthation gateway, but not the
endsysemor NSAP address.

A practicd disadwantageof Network layer encrypton for ISDN is that the secure gateway can
also become a bottlened, if traffic loadsare heavy. Protocol processng for X.25 placeslimita-
tions on performance and the SP3 protocol will increasethe procesgig load. If frame relay
securegateways were used, thenit is likely that the searity protocol processing would hawe an
even greder relaive effect on the gateway’s performance (since frame relay otherwise mini-
mizes processng in intermedate systems) andwould physicdly spliit the securiy protocol from
the transprt layerin endsystens, the place where error recoveryis intended.

Wher the TE is in fact a “dumb” terminal, with no Transport layer, then the confideniality
serviceis logically a Network layer protocol in a Packet Assember/Disassember (PAD) or a
gateway. It is probably meaninglessto discuss SP4 or end to endencryption for deviceswhich
are not end systems.  Such terminals are very conmon in existing sysems, and secureX.25
gatewaysusing SP3 equvalent protocols are avalable for both commercial and classfied use.
In the nearterm, such devices Network layer securiy may be the only commercially available
solution.
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5.1.2 I SDN-Specific Security Protocols

Security protocols are possble at everylayer of the OSI referencemodel Some applications,
suchas X.400 MHS will incorpaate security, including encrypton, in the apgicaton itself.
This will provide consgstent searity for a servicewhich may be accesed through many net
works, including ISDN. Seledive field corfidentality may eventualy be providedin Presenta
tion layer protocols At the Transmrt layerand the upper partof the Network layerthe SP3 and
SP4 protocols discussedin section 5.11 above,should provide a foundaton for building OS
securiy protocols.

When appropiate higherlayer OS securiy protocols are used,theremay be no neal for ISDN
specifc securiy protocols exceptto provide traffic flow confidentality, if needed. However
many ISDN applications, such as voice or video are not servedby OSI protccols. Much non-
OS datatraffic will also be carried by the ISDN public network. In thesecasesappropiate
ISDN securiy protocols can provide neededsecuriy.

In this section the various locdions at which ISDN specific securiy protocols may be located
and the consequences$or encrypton, confidentality and integrty are consdered. Figure 18
illustratespotential locations for ISDN-specificsearity protocols. In figure 18 eadt of the po-
tenial ISDN protocoks is idenified by a name,ISmx, wheren is number of the OS layer to
which the protocol belorgs, x is either“X”, “B” or “D” signifying an X.25 spedfic protocd or a
B channelD chanrel protocol.
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Figure 18 - Potential | SDN-Specific Security Protocols.
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Figure 19 showsa block diagram of a securelSDN voice-dataterminal, shoving where each of
the protocolswould be implemenedin a terminal. Figure 20 providesa block diagramil lustrat-
ing where each of the protocols which are appropiate to an ISDN switch or packet hander,
would be implemenéd.

The ISP3X protocol would be a gakeway-to-gatewayprotocol, specific to X.25 (or, potenially,
Frame Relay). Although it would provide confideniality and auhentcaion sewices, its main
purpcse would be to provide connectbn integrity from X.25 gatewayor terminal to X.25 gate
way or terminal, independently of any higher layer. The protocol would be used to provide
securiy over a black X.25 netwak as shownin figure17 abowe. Existing seare X.25 devices
now implement suchprotocols While therewould be little reason for the ISP3X protocol if all
traffic used appropiate SP3 or SR”4 protocols, the ISP3X protocol does implement consistent
securiy in a heterogeneousprotocol environment with no corstrairt on the higher layer proto-
cols

The ISP2B and ISP2D protacols would be immediately above either the LAPB or LAPD link
layer protocols They are link layer protocols and therdore must be implemened on line cards
in switches (ISP2B) or packet handlers(ISF2D). Whenthe D channelis used for B channelcall
setwp, the ISP2B protocol would provide destination address traffic flow confideniality. An
intruder montoring the U interface would know that a cdl had been made,but not its destna-
tion. While the substtution of a line cardwith a securiy function seemsstraightforward, key
managerant might prove to be quite difficult with exising switches. It might, however, be
possible to devie an aubnamous key managemenschemewhich confined the problem to the
line card and TE, and did not involve the normal switch managerant functions This would
permi the substtution of seare line cads in switchesnot intendedto provide this level of
securiy.

The ISP2B protocol would be implemented in packet handers. Its useis illustrated in figure 21
andits major advanége would be to provide traffic flow confidentality; the X.25 Call Request,
Incoming Call and other X.25 control padkets which revealDTE addresseswould be protected.
Connectonless integrity and confideniality would be provided between the DTE and the padet
hander. When X.25 is useddirectly from DTE to DTE, through a switchedB chanrl, thenthe
ISP2B protacol would provide DTE to DTE corfidentality, but ISP2D would be neededto
provide destnation addresscorfidentality. The overhead of security headersand trailers with
the relatively small packetsallowed by the LAPB protocol would be a practical problem, and
sonme maodifications to LAPB, to allow largerpadets, might be requred to maintain the payload
expectedy X.25.

The ISPLB protocol would sit atop the B channel and enciypt the enire 64 kbps bit stream.
Similar protocols coud apply to the Ho or Hj rateserviceswhenthey are avalable. The proto-
col would begn with an auhentcaion (possibly using the D chanrel User-to-Usersignaling
specialservice during call setup) and then provide link corfidentality for all bits transnitted.
Integrity could not be provided transgarenty (i. e., without reducirg the data rate),howevermost
higher layer protocols provide integrity checks which when combined with confidentiality,
would makeit difficult or impossble to alter or replay packets. Partial traffic flow confidental-
ity would be provided, becausean intruder monitoring the B channelwould not be able to
determne how many padets were being sent nor their size. Addressescontainedin B chanrel
packets(such asthos in X.25 Call Requestpacketswould be concedéed. However unless the
D chanrel were proteded, the desthation and duraton of B chanrel calls could be determned
by anintruder monitoring the D channel.
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Figure 21 - Data Link Layer Packet Encryption.
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Unlike higher layer protocols, which apply only to packettraffic, the ISP1B protocol would
protect any useof the B channel,includng voice, video andpacketservices. Figure 22 illus-
tratesthe use of the protocol to protect the B channelbeween the TE and switch. This would
simplify key managementin the terminal, but would requre a red switch and network. Speaal,
securel SDN networks, with secureswitches,andsecuretrunks betweerswitches,may be precti-
cd for special appications but would not be pradical in the cortext of the public ISDN net-
work.

However,the enciyption need not stop at the network switch. TE-to-TE encrypton, asillus
tratedin figure 23 is transpareit to the nework, and coud be usedbetweenany two suitably
equppedterminals provided a 64 kbps unrestrcted digital channel is avaiable betveen them.
A companbn padket apgication protocol, possibly usng the D chanrel during call set-up is
necesal for key managementandauthenication, to initialize the securdink.

Symmetry would indicae that if there might be anISP1B protccol, atgp the B channel, then
there might also be a similar ISPLD protocol.  Such a protocol does not appearto be practical,
however,becauset would confoundthe conention mechansm usedto sharethe D channelon a
passve bus. If comgdete B channeltraffic flow confidentality is requred, this can be provided
by the comhnation of the ISF2D and the ISP1B protocols

Finally, ISPO encrypton at the bottom of the Physical layeris also possble, as illustrated in
figure 24. In this case both B channe$, the D channet andthe associaed framng, balanceand
contol bits would all be enciyptedin one 192 kbps stream. Encrypton at this layer could not
be end-to-endsince the encrypted signal could not cross the NT1. In effect, the cryptographic
device would be insertedn the NT1 device andin front of the line cad (seefigs.19 and20) in
the local office switch. This would havethe advanageof denying anintruder between the NT1
andthe switch any traffic flow information. It would be prectical on a limited scaleandwould
comgetely proted a user's corfidentality whereit is most vulnerable, on his line betveen his
premses and the telephae local office. With optical-fiber links there are non-cryptographic
meansof protecting confideniality at this layer as well.

5.2 Physical Layer Encryption Considerations

Physicd layer or link encrypton providesthe most general enciyption facility available to | SDN.

It works with any B channelappication, including voice. An intruderlearnsnothing by observ-

ing a B channelwith Physcal layerlink enciyption. It canoperatebetweera TE anda gatevay

to a secure| SDN netwak, betveen a TE and a securespecialized serviceprovider, or between
anytwo TEs Thereis an immedate needfor a direct TE-to-TE B chanrel physicd encrypion

standard, andtheremainderof this secton will outline the requrements for such a standad.

The first requrementfor such a standrd is thatit suppors a variety of encrypton algonthms.
This requrementis comnon to encryption at all layess. A secord requirementis that the en-
cryption shauld not constrain or limit the useof the B-chanrel. Thatis, the B channelshould
remain anisochronos byte aligned64 kbps pipe, with no (or at leastvery little) further limita-
tions exceptduring the period required to initialize encrypton on the link and exceptfor the
effectsof noise.

Noise and synchroneaion provide spedal prodems for encryped links ~ They will be dis-
cussedherein terms of the Data Encryption Standard(DES); similar corsiderations apgdy to
other algorithms. The DES algorithm is a symmetric key algorithm which uses a 56-bit key
which is expandedwith 8 parity bits to 64 bits. It operaeson a 64 bit input block, producing an
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Figure 25 - DES K-bit Cipher Feedback (CFB) Mode .

enciypted64 bit ciphertext output. Whenthe ciphertextis usedasinpu with the samekey, the
outputis plaintext

Four different modesof operation have been defined [FIPS 81]. Two are block oriented, and
two operate on arbitrary bit sreans. Becaise they would impose a block structure on the B
channeltheblock structuredmodes will not be consderedhere.

The Cipher Feedback (CFB) modeis illustratedin figure 25. In this casethe DES algorithm is
usedas a random number genergor. At both the transnitter and receiver the geneator is
seededwith a 64-bit Initializaton Vector (IVV) anda secet 56-bit key. If idenical IVs are not
used,only the first 64-bits transnitted are affected. The key and IV are usedto generée a
pseua-randbm number, from which K-hits are sekcted and exclusve-oredwith K-bits of the
plaintext. At the destnation K-bits of cipher text are shifted into the DES input and the re-
cevedciphertextis exclusive oredwith the DES output to reaver the plaintext.

The advanage of CFB mode is that it is self synchronzing. Within 64 bits of the loss of
syrchronism it is recovere aubmaitcally. The disadvarageis thata single bit error expandsto
a block of 64 bits. Long block errors are potentially seriots. The 16-bit Frame CheckSequerce
(FCS) usedwith LAPB will deted any single or double bit error in a frame, howeverit is not
guaranteedo detectemor burss longer than16 bits* Therewill be approxmaiely one chance

* CCITT alsodefines a 32-bit FCS,which would reducethe probabiity of falsely accepting a padket
with along error burstto onein 2%, for most purpcsesa negligibly smal number. The CRC-3
widely usedin LANs, which alow longer padkets, increasing the probability of two randam errorsin
thesane paclet LAPB islimited to an information field of only 260 bytes, and the CRC-16is used
with both LAPB and LAPD.
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Figure 26 - DES K-bit Output Feedback (OFB) Mode.

in 218 of a 64 hit error burstnot being detectedby the FCS. The nominal ISDN B chanrel bit
error rate is 107, At this rate,with 2,000 bit packetsabout3 packetsn 10° transnitted packets
will falsely passthe FCS check.

Forward error correction could be apgdied to the ciphertextto single bit errorsat the expense of
somre channel bandvidth. Error corredion appled to the plaintext would haveto be cgpable of
correcting 64-bit burss, a formidable requrement.

The Output Feedback (OFB), illustratedin figure 26, is similar, exceptthat it is the output of the
DES thatis fed backrather than the ciphertext Now there effectively are two free runnng (in
the senseof the transmitted cipher text) pseudorandm number generatas, whose output are
exclusve-oredwith the plaintextto create the cipher text andexclusve-oredwith the cipher text
to recoverthe plaintext Transnisson bit errorsare not expanded,but synchromism becoms the
problem. Both DES algarithms must be seededwith the samelV and key, must start in synchro
nism, mud maintain synchronsm andmug recognze the lossof synchromsm and recoverfrom
it. SincelSDN providesa byte synchronzed service, bit errors do not affect synchronsm

With ISDN B channels OFB synchrotism, onceachieved,s normally easly mairtained, how
ever“byte slips,” which may normally occuron an ISDN circuit within the coninental United
Stateson the order is oncea day, will causethe lossof synchrotism. It is therebre necessiry to
recognize lossof synchronsm andresynchroize the encryption. Reagnizing the lossof synch
is a higher layer prodem; at the phydcal layer there is no way for the receiver to know that an
enciypteddata stream is corrupted. Cryptographic Synchronsm mug be achievedn bandin the
B channelsince the D channelis not itself synchroized with the B channelacrossthe netwak.

A TE, having deteded the lossof cryptographic synchronsmmug also notify the otherterminal,

to begin resynchronzing. This can be dore with a normal ISDN disconrect, or, pehaps less
traumatically, with a specialescapesequence Any escapeseqence violatestransparencybut a
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particular cipher text string of, for exampe, 1000 congcutive zeres, is so unlikely to occur as
to bea vary small compromise of trangarency.

In general,other symmetic key algorithms will havesimilar cipherfeedbackor outputfeedack
modes. Cipher feedback provides aubmaic cryptographic resynchronzaton but magnifies the
effects of bit errors. Output feedback does not resynchroize aubmatically, but also doesnot
magnfy bit errors.

At the nominal worst caselSDN bit error rate of 10'7, a bit error will occuron averageevery
156 semnds, or 552.96 times a day* With a voice service the effect of the magnfied bit error
is a more audible noise burst probaby pereived as a click or a pop. With a packetdata
service,approximately the same number of packets are darmeged with CFB or OFB, sincea 1-bit
error damagesthe packetsalso, and no forward error correcting code is usedwith LAPB or
LAPD. In afew cases, the expanded4-bit burstmay spantwo padets, dightly increasirg the
CFB mocdk packet error rate. The primary adverse effect on packetdata will be anincreasein
damagegacketdalsely acepedby LAPB asgood

53  Security Applications for ISDN

While security protocols implement securiy sewvicesat layers1 through 6, they requre a num-
ber of layer 7 appicationsfor their operation. An exanple is key management. Other ISDN
securiy applicaions may provide servicesdirectly to usersrather thanto lower layer protocols.
An exampé would be a notarizaton apgicaton, which provides non-repudiation services to
users.

Security applications may requre a trustedthird party, for example a cettifi caion auhority or a
notary. Wherea trusied third partyis requred, that service may be providedeither by the public
netwak, or anindependenfpecialized Service Provider connectedo the pulic nework. Spe-
cialized Service Providers connectto the pulic nework and provide a variety of information
services,such as MessageHanding Servces. In this repat a trustedthird party provider of
securiy services is called a Specialized Security Application (SSA), as shownin figure13 above.
The SSA may be provided by the public network sewice provider, or it may be provided by
some independenBpecialzed Service Provider. In same casesappications such asthe Direc-
tory may provide securiy services(i. e., accesdo cetificatescortaining public keys, with other
non-security services.

Not all security apgications require an SSA. Some may be implemented enirely asdistributed
peerpeer apdication protocols. Many security apgications would not be ISDN-spedfic, and
standards for themmight be adogedfrom OS security. Possble securiy applicaionsinclude:

— Key Management. It is likely thatkey managementvill be implementedin whole or
in patt in the Directory. The Directory may contin cettifi cates statng a usess public
key. Such keys would be used for authenication andvalidate signatures. It is possi-
ble that sessbn keysfor corfidentality might be agree to by the sourceand desina-

* Bit error rate is meaningful only for random uncorreated erors, for example whereshotand themd
noisein the receiver are the saurce of errors. Althouwgh too simple ametic to fully describe the noise
chaacteristics of many real transnission sysens, bit error rate is the usualmetric for comparing the
qudity of transnission links,and is the only measureof digital link qudity for which figures are
gererdly given Most of the nominal 10"" ISDN bit error rate is atributed to the local loop Wher
local loops areshort error ratesshauld be significanty better.
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tion using a public key algarithm and then discaded; it is not clearthat any centrat
izedkey managemen$SA would be neessry for this.

Certification. A trusid certification SSA might provide Privilege Attribute Certifi-
cates(PACs), cortaining the searity atiributesof usess, or might verify the securiy
atributes of users. The attributesthenwould be used in accordancevith local secu-
rity policy to makeaccesscontrol decisions.

Notarization. A notarization applicaion would provide non-repudiation services. In
same caseghe appication might be fully distributed; this would generdly require the
explicit cogperation of bath patiesto the notarizedcommunication. A truged notark
zation SSA might be required to preventrepudiation of voice or video commnunica
tion, or to assume the role of a processsewer, in the caseof an uncoogerative recipi-
entof amessage.A notarizaton SSA might also assune the role of a registeredletter
in proving that a goad faith attenmpt was madeto send a patticular communication,
evenif its receipt is not acknowledged.

Secure Conferencing. A securecorferencingapgication for voice or video would
probably require a searre conferencebridge.

Secure Mail.  Security provisions are being incorporatednto the X.400 MHS. An
anal@ous securevoice mail applcation would provide securevoice terminal users
with similar voice messagirg capabiiti es.

Secure Conversion. A largenumber of seare anabg telephae devicesnow exist A
secureconversin SSA would be a trusied party to perform conwersion between se-
cureanala@ andsecuredigital voice
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