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6. Placement of | SDN Security Services

Figure 27 illustates the possble ISDN securiy interactions. In this illustration a usermay be
either an Application layer computer processor anactualhuman user. The TE or terminal is the
initial point of connecton to the ISDN netvork. Usersmay be associaed with a particular TE,
or they may be mobile. The TE may be connecteddirectly to the public ISDN network, or
throughan NT2 (typicdly a PBX). The TE andNT2 are colledively Customer Premises Equip-
ment (CPE). Specialized Security Applications (SSA) are connectedto the users through the
pulic netwak.

6.1 User-to-CPE

The primary userto-CPE security interaction is authentcation and acesscontal. If privileges
are to be boundto spedfic lines andterminals, thenaacessto the terminals must be cortrolled.
In somecaseshis may be by physicd corrol of accesgo the terminal, but in most casest will

require thatautrenticaion andaccesscontol be built into theterminal or the PBX, or bath.

A significant advanageof authentication andaccess contol at this layeris that broad standards
are not necessanl required. Accesscontrol could be built into a terminal by requring a per-
sorel token andperhapsa passwaod to adivate the terminal. This could be done asa proprietary
feature of the teminal.

A weakress in acesscortrol which is corfinedto a terminal is that an intrudermight physcally
remove the protectedterminal andsubsitute his own terminal. Thereforefor strong access con
trol it should extendto the nextlayer of the netwvork hierarchy, either to the PBX or to the public
netwak. The terminal shauld be requred to authentcateto the PBX or public network. Where
terminal or user authenication is implemened in a PBX, standardsare not strictly necessiry,
howeverwithout standardssecuretemminals will not be portabe with different PBXs. At the
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Figure 27 - Diagram of 1 SDN Security Interactions.
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presentime, ISDN PBXs typicdly implementmany proprietary feaures,and terminal portalil-
ity is more a pioussentment, thana reality, in the PBX environment.

Security audt information could also be collectedin CPE. If usersauhentcae beforeusing a
terminal, then a record of the user who placed each call would be approprate securiy audit
information in a highly seare environment

6.2 User-to-Network

For the purpose of this discusion, and sultsequentsedions it is not necessaryto distinguish
betweenthe user and the CPE. To the extent requred, the useris assuned to auhenicate
himsef to the CPE, to have passedwhakever accesscontols are required by the CPE. For
securiy purposedhe userand CPE are bourd togeher.

The primary userto-netwak security functons, if implemened, would be auhentcaion and
aacesscontol. In this case standards would clealy be requred. Sgnificant enhancemest
would be nealed in pubdic networkswitchesto implementuserauhenication. In the cortext of
the public netwak, the primary accesscontol corsideration would be useraccessto nework
services,such as 900 or long distance Such accesscontrol services might be offered to sub-
scribersto preventunauhorized use of businessphonesor to preventchildren from making
inappropriat useof home telephmes.

Unless forced to do so by reguatory agencies orlegislation (for exampe to preventchildren
from calling sexualy oriented telephore services)the implementation of aacesscontol feaures
is a busnessissuefor service providers. Would a busnessoriented centrexauthenication and
aacesscontrol featuregenerate significant addtional revenuedor public network service provid-
ers? It might eventualy be necesaly for pulic networksto offer such centrexservices to
compete with similar sewices offered by PBX vendors,evenif the direct extra revenues for
these serviceddid nat pay for their provisioning.

Public network sewnice providers may also be motivated to provide improvedautrentication for
the use of telephonecalling cardsto reducefraud. This, again,is a busnessissie, and may be
resolved only in the broaderconext of persoml identificaion for all creditandfinancial transac-
tions Also, to the extent that puldic networks allow dial up accessto sendtive resourcesand
databasesandto operational andmaintenance fadliti es,improvedauthentcaion standards could
makea significant redwction to networkvulneraility to fraudanddenial of sewice attacks.

It is reasmableto expectthat cariers will eventally encrypt most trunks, and may reasonably
be expected to offer securerouting to majar userswho requre it. Userto nework local office
(ISPL or ISPO layer) services are more prodematc, and will depend upan the developnent of
suitable switch line cardsand software to managethem. Enciyption at this layer provides a
degreeof traffic flow confidentality which is difficult to achieve otherwise, but it is not likely
that therewill be alargemarket for this service and it may not be comnercially viable.

The principal presenty defined user-to-network service, which will be usedfor securiy, is the
Caling Line ID. In the absenceof better auttentication, it will be usedfor this purpo® and for
inward access contol. Thereis a dangerthat this relaively weék featue will be too heavily
relied upan, becauset is whatis avalable.

In generd 1SDN standardswill be requred to supprt userto-network searrity, or any other
user-to-nework service
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6.3 User-to-SSA

A largevariety of Userto-Securiy Service Application (SSA) interadions may eventally resut.
The maja ones will probaby be for key distribution, authentcation, and aacesscortrol, where
the SSA will be atrusied third party which supliesPACS or verifies security attributes. Others
may offer notarization services, secureconversbn sewices (i. e., conversio of secureanalogto
securedSDN digital voice), or seare mail services.

Standardswill be necessaryo make mog user to SSA functions practcal. Sincethe SSA usu-

ally providesa trusted functionality, authentcation standardswill be necesay for most SSA
applcations.

6.4 User-to-User

A gread many ISDN securiy services will be implemened primarily on a userto-userbass,
perhapswith the assstance of an SSA for auhentcaion or accesscontol. There are three
principal reasmsfor this:

— The public ISDN netvork is ponderousand evolvesslowly. The provisioning of se
curity functionsin the network may not offer service providersa strong return on the
investnent requred. Althoudh ISDN services are only just beginning to become
available from the naion’s public networks there is already a huge investnent in
ISDN comptible switching equipment which doesnot incorporatesearity. While
same security features might be incorporatedas sdftware changesto the switches,
swch changgs requre yearsto desgn, code,testand deploy. Hardware changesare
even more difficult. At this point user investment in ISDN is minor, but current
servce providerinvestnentis significant.

— Userto-usersecurity is transparat to the network,and can be implemened by users
where and as needed much more quickly than features or services canbe added to
the network.

— Many securiy concernsare esserially endto-end corcernsand it is desirabé that
only the endentties need paticipatein the securiy andbe truged. Severad netvorks
and service providers may be involved in a secure communicaton and it would be
difficult to be asswed of corsigentsecuriy and trustexcepton a user-to-userbass.

Authentcdion, accesscontol and confidentality are all likely to be addressegrimaily on a
user-to-usr basis with assigancein some casesfrom an SSA or the network. For exanple, if
traffic flow confidentality is requred, thenuser-to-natork services arerequired.

In a strict sensestandards are not absoutely requred for user-to-usr services. For some appli-
caions, therecoud be proprietary secureterminals. This would be quite undesirabé, andstand
ards will be neededo developa large comnodity market for secureterminals, and allow uses
to communicate securely with all userswith secureterminals, rather thanwith just thosewith the
samebrand or model However exceptfor cetain spedfic ISDN related functions, such as
circuit switched services, the standrds do not neessrily haveto be specificaly ISDN stand-
ards. Broader,OS orienied security standardswill suffice for many dataappicationswhich use
ISDN for same or all of thelow layer data trangort.
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