NCSC- TG 029

Li brary No. S-239,954
Version 1

FOREWORD

The National Conputer Security Center is publishing Introduction to Certification
and

Accreditation as part of the "Rainbow Series" of documents our Technical GCuidelines
Program

produces. This docunent initiates a subseries on certification and accreditation
(C&A) gui dance

and provides an introduction to C&A including an introductory discussion of sone
basi ¢ concepts

related to C&A, and sets the baseline for future docunents on the sanme subject. It
is not intended

as a conprehensive tutorial or manual on the broad topic of information systens
security. It should

be vi ewed, instead, as guidance in neeting requirements for certification and
accreditation of

automated i nformati on systens.

The conbi nation of the information age, technol ogy, and national policy, has

i rrevocably

pushed us into an Information Systens Security age. The explosion in the uses of
t el ecomruni cati on devices and automated i nfornmation systenms has resulted in a
correspondi ng

expl osion in opportunities for unauthorized exploitation of valuable information.
The technol ogy

necessary to performthis exploitation is available not only to our foreign
adversaries but also to

crimnal elenents.

As the Director of the National Conputer Security Center, | invite your suggestions
for

revising this docunent. We plan to review and revise this docunent as the need

ari ses. Pl ease

address all proposals for revision through appropriate channels to:

Nat i onal Conputer Security Center

9800 Savage Road

Ft. George G Meade, MD 20755-6000

Attention: Chief, Standards, Criteria, and Guidelines Division

January 1994

Patrick R Gallagher, Jr.
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ABSTRACT

Thi s docunment, which provides an introduction to certification and accreditation
(C&A) concepts,

provi des an introductory di scussion of some basic concepts related to C&A and sets
t he baseline

for further docunents. Its objectives are the following: (1) to provide an overvi ew
of C&A, its

function and place within the risk managenent process; (2) to clarify the critica
roles the

Desi gnat ed Approving Authority (DAA) and other key security officials nust assune

t hr oughout

the C&A process; (3) to identify sone of the current security policies, enphasizing
some key

policy issue areas; and (4) to define C&A-related terms. The details of the actua
C&A process are

not included in this docunent, but will be provided in a follow on docunment(s).
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SECTION 1

| NTRODUCTI ON

1.1 Backgr ound

In recent years, there has been a shift in perspective of information systens
security (I NFOSEC)

fromviewing it as a nunber of independent, |oosely coupled disciplines to a nore
cohesi ve,

i nterdependent collection of security solutions. The current environnment of
declining resources

and the rapid advances in technol ogy have demanded changes in assessing the
security posture of

systenms and i nplenenting an | NFOSEC syst ens engi neering process. These changes are
necessary to reduce fragmentation and to ensure and mai ntain consistency and
conmpatibility

anong all aspects of the security of a system In addition, the dynamic threat
envi ronnent

necessitates a nore efficient, integrated view of | NFOSEC disciplines.

In considering the overall security of a system two essential concepts are (1)
that the (security)

goal s of the systembe clearly stated and (2) that an analysis be nmade of the
ability of the system

to (a) satisfy the original goals and (b) continue to provide the attributes and
security required in

t he evol ving environment. The Departnment of Defense (DoD) and other federa
agenci es have

formalized these concepts. DoD policy states that any automated information system
(AI'S) that

processes cl assified, sensitive unclassified, or unclassified information nust
undergo a technica

anal ysi s and managenment approval before it is allowed to operate [1]. The technica
anal ysi s

establishes the extent to which the system neets a set of specified security
requirenents for its

nm ssion and operational environment. The managenent approval is the forma

accept ance of

responsibility for operating at a given level of risk. The technical analysis and
management

approval processes are called certification and accreditation (C&A), respectively.
These concepts,

however, are quite general and can be applied with different levels of formality
and within different

or gani zati onal structures.

One of the nost inportant tasks required to provide an integrated, cost-effective



i nformation

systems security program is to develop uniformcertification and accreditation
gui dance. The use

of AlISs within all aspects of operations, the dynam c organi zati on of systens, and
t he exchange of

i nformati on anong systens point to the need for uniform gui dance when certifying
and accrediting

systens. The National Security Agency (NSA), in support of its mission to provide
gui del i nes on

the acquisition, certification, accreditation, and operation of systems, plans to
publish a series of

docunents focusing on these issues. This introductory docunment discusses the basic
concept of

C&A of systems in an effort to provide i nprovenents in the secure devel opnent,
operation, and

mai nt enance of systens.

1.2 Scope

Thi s docunment provides an overview to some basic concepts and policies of C&A

I ndi vi dual s

serving as system accreditors, systemcertifiers, program managers (PMs),

devel opers, system

i ntegrators, system engineers, security officers, evaluators, and System users w ||
benefit fromthis

docunent by gaining a basic understanding of C&A. People in each of the many roles
i nvol ved in

C&A wi Il have a different focus and enphasis on related activities. Therefore, it
is inmportant that

everyone involved has a basic understandi ng of the high-level process and uses
common

term nol ogy. This document provides a basic overview of C&A, but it is not a

repl acenent for

revi ewi ng and understandi ng the specific national, federal, departnent, and
servi ce/ agency

policies and guidelines in the actual performance of C&A.

The concepts of C&A presented in this docunment apply to all types of systens:

exi sting and

proposed systens, stand-al one systens, personal computers (PCs), m croconputers,
m ni conput ers, mainfranmes, large central processing facilities, networks,

di stributed systens,

enbedded systenms, workstations, teleconmunications systens, systens conposed of
bot h

eval uated and uneval uated conponents, other security conponents, and systens
conposed of

previously accredited systens (particularly when sone of these accredited systens
have not been

certified or have been certified against differing criteria). Guidance on applying
the high-1eve

C&A process to particular types of systens, as well as associated activities, wll
be provided in

subsequent docunents in this series.

1.3 Pur pose

The purpose of this C&A concepts docunent is to discuss the high-level C&A process,
authority

for C&A, C&A policy, and C&A term nology. This docunent sets the baseline for a
series of



docunents and has the follow ng objectives:

Di scuss the high-level C&A process and its relationship to risk nmanagenent
and
I NFOSEC di sci pl i nes.

Clarify the critical roles the DAA and key security officials nust assune
throughout t he
C&A process.

Identify several current security policies, enphasizing areas that are
anbi guous or not
addressed in current policy.

Defi ne basic C&A terns.
1.4 Eval uati on Versus Certification

Eval uation is a termused in many different ways causing nuch confusion in the
security

comunity. Sometimes it is used in the general English sense meani ng judgnment or
determ nation

of worth or quality. Based on comon usage of the termin the security community,
one can

di stingui sh between two types of evaluations: (1) evaluations that exclude the
envi ronnent, and

(2) evaluations that include the environment. This second type of evaluation
meani ng an

eval uation conducted to assess a systenms security attributes with respect to a
speci fic operationa

requirenment(s), is what this series of docunents refers to as certification

Eval uati ons that exclude

the environnent are anal ysis against a standard or criteria. There are a nunber of
exanpl es of this

type of eval uation:

Commercial off-the-shelf (COTS) products eval uated agai nst the Trusted
Conputer
System Eval uation Criteria (TCSEC) (Orange Book) [2] or the Canadi an or European
Criteria

Conpartnented Mbde Workstations (CMAN eval uated agai nst the Conpart nented
Nbde Wor kst ati on Evaluation Criteria, Version 1 (CMAEC) [3] and the TCSEC

Communi cations products with enbedded conmmuni cati ons security (COVSEC)
conmponents eval uat ed agai nst the FSRS (NSA Specification for General Functiona
Security Requirenments for a Tel econmuni cati ons System (FSRS) [4])

Products eval uated against the TEMPEST criteria (DoD Directive (DoDD) C-
5200. 19

[5])

Products that have been eval uated agai nst the FSRS and that satisfactorily neet the
m ni mum

requi renents (and are successfully considered for NSA approval) are generally said
to be endorsed

products. Products eval uated agai nst the TCSEC are often referred to as eval uated
products. Wile

current usage of these terns varies widely, in this docunent, the term eval uation
will refer to a



security analysis of a conmponent agai nst a given set of standards or criteria

Wi t hout regard to the

environnent, while certification refers to a security analysis of a system agai nst
a given set of

security requirements in a given environment.

SECTI ON 2
OVERVI EW OF C&A

Certification and accreditation constitute a set of procedures and judgnents
|l eading to a

determ nation of the suitability of the systemin question to operate in the
target ed operationa

envi ronnent .

Accreditation is the official managenent authorization to operate a system The
accreditation

normal |y grants approval for the systemto operate (a) in a particular security
node, (b) with a

prescri bed set of counterneasures (adm nistrative, physical, personnel, COMSEC,
em ssi ons, and

computer security (COMPUSEC) controls), (c) against a defined threat and with
stated

vul nerabilities and counterneasures, (d) within a given operational concept and
envi ronnent, (e)

with stated interconnections to other systens, (f) at an acceptable |evel of risk
for which the

accrediting authority has formally assunmed responsibility, and (g) for a specified
period of time.

The Desi gnated Approving Authority(s) (DAA) formally accepts security
responsibility for the

operation of the systemand officially declares that the specified systemw |
adequately protect

agai nst conprom se, destruction, or unauthorized nodification under stated
paraneters of the

accreditation. The accreditation decision affixes security responsibility with the
DAA and shows

t hat due care has been taken for security in accordance with the applicable
pol i ci es.

An accreditation decision is in effect after the issuance of a formal, dated
statement of accreditation

signed by the DAA, and remains in effect for the specified period of tine (varies
according to

applicable policies). A system processing classified or sensitive unclassified

i nformati on shoul d be

accredited prior to operation or testing with live data unless a witten waiver is
granted by the

DAA. In sone cases (e.g., when dealing with new technol ogy, during a transition
phase, or when

additional time is needed for nore rigorous testing), the DAA may grant an interim
approval to

operate for a specified period of time. At the end of the specified tine period,

t he DAA nust meke

the final accreditation decision

Certification is conducted in support of the accreditation process. It is the
conpr ehensi ve anal ysi s
of both the technical and nontechnical security features and other safeguards of a



systemto

establish the extent to which a particul ar system neets the security requirements
for its mssion and

operational environment. A conplete systemcertification nust consider factors
dealing with the

systemin its unique environment, such as its proposed security node of operation
speci fic users,

applications, data sensitivity, systemconfiguration, site/facility |ocation, and
i nterconnections

with other systems. Certification should be done by personnel who are technically
conpetent to

assess the systens ability to neet the security requirenments according to an
accept abl e

met hodol ogy. The resulting docunentation of the certification activities is
provided to the DAA to

support the accreditation decision. Many security activities support certification,
such as risk

anal ysis, security test and eval uation, and various types of eval uations.

Ideally, certification and accreditation procedures enconpass the entire life cycle
of the system

Ideally, the DAA is involved fromthe inception of the systemto ensure that the
accreditation goals

are clearly defined. A successful certification effort inplies that system security
attributes were

measured and tested against the threats of the intended operational scenarios.

Addi tionally,

certification and accreditation are seen as continuing and dynam c processes; the
security state of

the system needs to be tracked and assessed through changes to the systemand its
operationa

envi ronnment. Likewi se, the managenment decision to accept the changi ng system for
conti nued

operation is an ongoi ng decision process. The follow ng sections provide a
description of risk

management, the high-level C&A process, and recertification/reaccreditation.

2.1 Ri sk Managenent and C&A

Ri sk management is the total process of identifying, measuring, and mnim zing
uncertain events

affecting resources [1]. A fundanental aspect of risk managenent is the
identification of the

security posture (i.e., threats and vulnerabilities) of the system and stating the
characteristics of

the operational environment froma security perspective. The primary objective of
risk

management is to identify specific areas where saf eguards are needed agai nst

del i berate or

i nadvertent unauthorized disclosure, nodification of information, denial of
service, and

unaut hori zed use. Counterneasures can then be applied in those areas to eliminate
or adequately

reduce the identified risk. The results of this activity provide critica

i nformati on to naking an

accreditation decision.

Ri sk management may include risk analysis, cost-benefit analysis, counterneasure
sel ecti on,
security test and evaluation (ST&E), counterneasure inplenmentation, penetration



testing, and

systenms revi ew. For DoD organi zations, enclosure 3 to DoDD 5200.28 mandates a risk
management program for each AIS to deternm ne how nmuch protection is required, how
much

exi sts, and the npost econom cal way of providing the needed protection. O her
federal departnents

and agencies have simlar policy docunents that should be referenced for guidance.

Ri sk anal ysis minim zes risk by specifying security neasures conmensurate with the
rel ative

val ues of the resources to be protected, the vulnerabilities of those resources,
and the identified

threats against them Risk analysis should be applied iteratively during the system
life cycle. Wen

applied to systemdesign, a risk analysis aids in counterneasure specification.
When applied during

the i npl ementati on phase or to an operational system it can verify the

ef fectiveness of existing

counterneasures and identify areas in which additional neasures are needed to

achi eve the desired

| evel of security. There are numerous risk anal ysis methodol ogi es and sone
automated tools

avail able to support them

Management commitnent to a conprehensive risk nmanagement program nust be defined as
early

as possible in the programlife cycle. In scheduling risk mnagenent activities and
desi gnati ng

resources, careful consideration should be given to C&A goals and m | estones.

Associ ated risks

can then be assessed and corrective action considered for risks that are
unaccept abl e.

2.2 C&A Hi gh- Level Process

The C&A process is a nmethod for ensuring that an appropriate conbi nati on of
security neasures

are inmplenmented to counter relevant threats and vulnerabilities. This high- |eve
process consists

of several iterative, interdependent phases and steps illustrated in Figure 2.1.
The scope and

specific activities of each step depend upon the system being certified and
accredited (see section

2.2.2).

Step 1 of the C&A process focuses on identifying and assessing the specific
security-rel evant

aspects (i.e., tailoring factors) of a system It involves gathering and devel opi ng
rel evant

docunentation (e.g., policy inplenmentati on gui dance, security regul ati ons/ manual s,
previ ous

certification reports, product evaluation reports, COTS manual s, design
docunent ati on, design

nodi fication, and security-related waivers). This identification provides the
foundati on for

subsequent phases, and is critical to determ ning the appropriate C&A tailoring
gui dance to be used

t hroughout the C&A process. Aspects to be considered include:

M ssion criticality



Functi onal requirenments

System security boundary

Security policies

Security concept of operations (CONOPS)

System conponents and their characteristics

Ext ernal interfaces and connection requirenents
Security node of operation or overall risk index
System and data ownership

Threat information

Identification of the DAA(S)

Step 2 involves C&A planning. Since security should have been considered with
system

conception, planning for C&A is a natural extension of system security planning.
That is, the

schedul e (m | estones) and resources (e.g., personnel, equipnment, and training)
required to

conplete the C&A process are identified. C&A planning information is incorporated
into and

mai nt ai ned i n program docunentation. This information is also used to estimate the
C&A budget .

Aspects to be considered in this step include:

Reusability of previous evidence
Li fe-cycl e phase

System ni | estones (time constraints)

Figure 2.1. High-Level C&A Process

Step 3 involves analyzing the security aspects of the systemas a whole (i.e., how
wel | security is

enpl oyed t hroughout the system). During this phase, the certification team becones
nore famliar

with the security requirenents and the security aspects of individual system
conmponents.

Specialized training on the specific system may be necessary dependi ng upon the
scope of this

phase as well as the experience of the certification team C&A activities include
determ ni ng

whet her system security neasures adequately satisfy applicable requirenents. To
acconplish this

obj ective, security neasures of the various disciplines are assessed and tested
col l ectively.

Additionally, systemvulnerabilities and residual risks are identified.

Step 4 involves docunenting/coordinating the results and recommendati ons of



previ ous phases to
prepare the certification package and accreditation package. The certification
package is the

consolidation of all the certification activity results. It will be used as
supporting docunentation
for the accreditation decision, and will also support

recertification/reaccreditation activities. The

conpil ation of the supporting docunentation should be done consistently and cost-
effectively. The

types of docunentation generally included as part of the certification package

i ncl ude:

Syst em need/ m ssi on overvi ew

Security policy

Security concept of operation or security plan
System architectural description and configuration

. Reports of eval uated products froma recogni zed government eval uation (e.qg.
NSA

product eval uation, the Defense Intelligence Agency (DI A)/NSA conpartnmented node
wor kstation (CMAN eval uati on)

Statenents from other responsi ble agencies indicating that personnel
physi cal
COMSEC, or other security requirenments have been net (e.g., Defense Message System
(DMS) conponent approval process (CAP) functional testing)

Ri sks and | NFOSEC count ermeasures (e.g., risk analysis report)

Test plans, test procedures, and test results fromsecurity tests conducted
(including
penetration testing)

Anal ytic results
Configurati on Managenent plan
Previ ous C&A information
Conti ngency pl an

The accreditation package presents the DAA with a recomendation for an
accreditation decision,

a statenent of residual risk, and supporting docunentation which could be a subset
of the

certification package. It may be in the formof a technical docunent, technica
letter, or annotated

briefing. The information generally included as part of the accreditati on package
i ncludes as a

m ni mum

Executive summary of nission overview, architectural description, and system
configuration, including interconnections

Menmor andum of Agreenents (MOA)

Wi vers signed by the DAA that specific security requirenents do not need to



be net or
are met by other means (e.g., procedures)

Resi dual risk statenent, including rationale for why residual risks should be
accept ed/
rejected

Recomendati on for accreditati on decision

Step 5 is optional and involves the DAA(s) or his/her representative(s) conducting

asite

accreditation survey to ensure the security requirenents neet the requirenments for

the system

Final testing can be conducted at this tinme to ensure the DAA(s) are satisfied that
t he residual risk

identified neets an acceptable | evel of risk to support its purpose. The activities
i ncl ude:

Assess systeminformation (this is the certification package review)
Conduct site accreditation survey

Step 6 involves the DAA making the accreditati on decision. This decision is based
on many

factors, such as global threats, systemneed/criticality, certification results and
recomendat i ons,

residual risks, the availability or cost of alternative counterneasures, and
factors that transcend

security such as program and schedul e risks, and even political consequences. The
DAA has a

range of options in making the accreditation decision, including the follow ng:

Full accreditation approval for its originally intended operationa
envi ronnent, including
a recertification/reaccreditation tineline

Accreditation for operation outside of the originally intended environnment
(e.g., change
in mssion, crisis situation, nore restrictive operations)

Interim (tenmporary) accreditation approval, identifying the steps to be
conpleted prior to
full granting of accreditation and any additional controls (e.g., procedural or
physi ca
controls, limting the nunber of users) that nust be in place to conpensate for any
i ncreased risk

Accreditation di sapproval, including recommendations and tinelines for
correcting
speci fied deficiencies

Step 7 involves maintaining the system accreditation throughout the systemlife
cycle.

Accreditati on mai ntenance involves ensuring that the systemcontinues to operate
within the stated

paraneters of the accreditation. For exanple, that the stated procedures and
controls of the system

stay in place and are used, that the environment does not change outside of the
stated paraneters,

that other types of users are not added to the system (e.g., users with | ower



cl earances), that no

addi ti onal external connections are made to the systens or that additional security
requi renents

are not inposed on the system Any substantial changes to the stated paraneters of
t he

accreditation may require that the systembe recertified or reaccredited. It is

i mportant to note that

recertification and reaccreditation activities may differ fromthose perfornmed in
support of a

previ ous accreditation decision. For exanple, the system security node of operation
may change

fromsystem high to conpartnmented node, requiring nore stringent security nmeasures
and an in-

depth anal ysis of these nmeasures. Applicable security policies/regulations, C&A

t eam menbers,

and/ or DAA(s) may al so change. Section 2.3 provides nore information on events that
af f ect

system security that mght require a systemto be recertified or reaccredited.

2.2.1 Certification and Associ ated Security Disciplines

Certification activities and the associated results/recomrendati ons are perfornmed
in support of the

accreditation decision. Certification is a nethod for ensuring that an appropriate
conbi nati on of

system security neasures are correctly inplenmented to counter relevant threats and
vul nerabilities.

That is, the certification effort nmust assess the effectiveness and

i nt erdependenci es of security

measures, as well as possible interferences or conflicts among them These neasures
are typically

based on the system security policy and operational requirenents. It must be
enphasi zed that in

order to provide a realistic and effective analysis of the security posture of a
system all appropriate

security disciplines (an | NFOSEC perspective) nmust be included in the scope of the
certification.

For exanple, while a system may have very strong contro



